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Abstract

Wireless Sensor Networks (WSNs) face challenges such as dynamic environmen-
tal conditions, energy constraints, and fault occurrences, necessitating adaptive and
resilient routing strategies. This paper introduces Fault-tolerant Dynamic Graph Atten-
tion Network (FDGAN), a comprehensive methodology designed to address these
challenges. In the network modeling phase of the FDGAN, the sensor nodes are ini-
tialized with unique identifiers, and fundamental characteristics are defined, forming
the basis for subsequent analyses. Graph construction employs different matrices, pro-
viding a robust representation of the WSN’s topology. The FDGAN consists of the
embedding layer, attention mechanism, neighbourhood aggregation layer, multi-head
attention layer, and output layer. The embedding layer captures crucial node attributes,
such as residual energy, node location, and connectivity information, forming the foun-
dation for subsequent computations. The attention mechanism dynamically assigns
attention coefficients, allowing the network to focus on relevant nodes during compu-
tations, contributing to dynamic adaptation, fault tolerance, and energy efficiency. The
neighbourhood aggregation layer computes weighted feature aggregation from neigh-
boring nodes, incorporating adaptive dynamic graph updates and position modules to
enhance fault tolerance. The multi-head attention layer captures diverse information
through independent attention computations, optimizing routing decisions and sleep
scheduling. The output layer aggregates outputs for predicting fault-tolerant, energy-
efficient dynamic routing paths. FDGAN’s adaptability is further exemplified during
fault handling processes, where the attention layer adjusts coefficients based on fault-
related features, prioritizing resilient pathways. Overall, FDGAN presents a promising
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solution for addressing challenges in WSNs, offering adaptability, fault tolerance, and
energy efficiency to enhance network performance and reliability.

Keywords WSN - Fault tolerant routing - Message passing - Graph attention
network - Data aggregation

1 Introduction

In recent years, WSNs have become increasingly important in a variety of fields. They
are now an essential piece of technology for many different fields, including surveil-
lance, healthcare, environmental monitoring, and industrial automation (Mohamed
et al. 2018). Concerns have been raised about how well energy resources are being
used in different WSN applications due to the restricted power supply of sensor nodes.
As aresult, energy-efficient dynamic routing has emerged as a prominent research area
to tackle this challenge (Mohemed et al. 2017).

The rapid proliferation of WSN applications has demanded the expansion of energy-
efficient dynamic routing mechanisms. Traditional static routing schemes are ill-suited
for dynamic network environments where node failures, changes in traffic patterns,
and varying network topologies are common occurrences (Zhang et al. 2014). Energy
efficiency has become a critical requirement due to the need for a prolonged lifetime
of network and mitigated costs for maintenance. The implementation of dynamic
routing strategies in WSN s allows for adaptation to changing conditions, optimization
of energy, and prolonging the alive nodes in the network (Robinson et al. 2020).

Despite its significance, energy-efficient dynamic routing in WSNs presents several
challenges. Firstly, the resource-constrained nature of sensor nodes (Joshi and Younis
2016), including limited processing power, memory, and battery capacity, imposes
constraints on the routing protocols. Efficient utilization of energy resources while
maintaining acceptable network performance becomes a balancing act. Secondly, the
inherently unreliable and dynamic nature of wireless communication in WSNs (Mah-
mood et al. 2015) introduces challenges such as node mobility, link failures, and
interference, which must be addressed to ensure trustworthy and effectual routing. It
is a daunting task to choose the best routing method for a particular WSN deploy-
ment (Chan et al. 2020; Habibi et al. 2015). There is a wide range of existing routing
algorithms, each with its advantages and disadvantages. The selection process must
consider factors such as network size, node density, traffic patterns, reliability require-
ments, and scalability. Balancing energy efficiency, network performance, and fault
tolerance while adapting to dynamic network conditions poses significant challenges
in choosing an optimal routing strategy (Sharma et al. 2019; Faheem et al. 2017; Rault
et al. 2014; Ding et al. 2015).

Given the challenges identified, the objective of research work in energy-efficient
dynamic routing is to develop novel routing protocols and algorithms that can opti-
mize energy consumption, enhance network reliability, and extend the overall network
lifetime (Bandur et al. 2019). The scope of such research encompasses the design, anal-
ysis, and evaluation of routing strategies that address the specific requirements and
challenges of WSNs. The need for this research arises from the increasing demand
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Sensor nodes

Fig. 1 Illustration of sensor nodes deployment in WSN

for energy-efficient and reliable WSNs in various application domains (Aslam et al.
2016; Guo and Zhang 2014). An illustration of senor node deployment is depicted in
Fig. 1.

Several existing routing algorithms have been proposed for energy-efficient
dynamic routing in WSNs. Examples include Low Energy Adaptive Clustering Hier-
archy (LEACH) (Singh et al. 2017; Mohapatra and Rath 2019), Threshold-sensitive
Energy Efficient sensor Network protocol (TEEN) (Ge et al. 2018), and Stable Elec-
tion Protocol (SEP) (Naeem et al. 2021; Behera et al. 2019). These algorithms employ
a variety of methods, like clustering, data aggregation, and adaptive sleep scheduling,
to reduce energy consumption and increase the lifespan of the network.

Despite the advancements in routing algorithms for WSNs, several challenges
still need to be addressed. These challenges include efficient handling of node fail-
ures, adapting to dynamic network topologies, mitigating interference and congestion,
achieving load balancing, and ensuring fault tolerance. Additionally, the proper selec-
tion of dynamic routing strategies in real-world scenarios remains a challenge due to
the need for customization and optimization based on specific application requirements
(Nayak et al. 2021; Al Aghbari et al. 2020; Sarkar et al. 2016; Kaur and Kumar 2020;
Hammoudeh and Newman 2015). Therefore, an energy-efficient dynamic routing is
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crucial for the successful deployment of WSNSs in various applications. Overcoming
the challenges associated with energy constraints, and dynamic network conditions,
and selecting optimal routing strategies are essential for achieving efficient and reliable
network operations. The goal of current research is to design new routing protocols for
WSNs that will optimize energy usage, improve network performance, and lengthen
the overall network lifetime. Therefore, we have proposed the FDGAN that introduces
a holistic methodology to tackle challenges in WSNs. The key contributions of this
paper can be summarized as follows:

e The FDGAN employs an embedding layer that captures crucial node attributes such
as residual energy, node location, and connectivity information. This layer forms
the basis for subsequent computations in the FDGAN protocol.

e The attention mechanism dynamically assigns attention coefficients to nodes based
on specific parameters, enabling the network to focus on relevant information during
subsequent computations. This adaptability contributes to dynamic adaptation, fault
tolerance, and energy efficiency.

e The FDGAN introduces a neighbourhood aggregation layer that computes the
weighted aggregation of features from neighboring nodes. This layer incorporates
an adaptive dynamic graph update mechanism for energy-efficient data transmission
and position modules to enhance fault tolerance.

e Multiple attention heads allow the model to capture diverse information about each
node independently. CH selection and error-free dynamic message passing optimize
routing decisions and sleep scheduling, contributing to fault tolerance.

e The output layer aggregates outputs from multiple attention heads, forming a com-
prehensive representation for predicting fault-tolerant, energy-efficient dynamic
routing paths. The layer’s adaptability during fault handling processes enhances
the overall robustness of the FDGAN.

2 Related works

In the contemporary era, there have been numerous research on data routing in WSN.
Here, we give a brief overview of a selected few of the currently used techniques and
how they work:

Qabouche et al. (2021), proposed the combination of clustering with the multi-
hop routing techniques called as the Hybrid Energy Efficient Static routing protocol
(HEESR). Here, the network is divided into several levels and for each level the
gateways or independent nodes (INs) acts as routing agents to transmit collected data.
In each round, the protocol selects INs from various CHs and the inactive nodes are
made as dormant nodes. HEESR incorporates two key processes: advertising and path
selection. During the advertising process, nodes declare their capability to function
as CHs, allowing the protocol to identify suitable candidates for routing. Once the
CH is selected, the clustering process is initiated. Subsequently, in the path selection
process, the protocol predicts the next hop for data routing and stores the relevant
details in the routing table to facilitate efficient data transmission. However, energy
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loss occurs in selecting the pre-determined INs and also this static method is ill-suited
for the dynamic environments with changing network conditions.

Sharma and Tomar (2021), introduced a protocol called Multitier Random Deter-
ministic Energy efficient Clustering (M-DEC) along with a dynamic deployment
strategy. Here, the multi-tier deterministic factor divides the nodes into advanced-
intermediate, normal, advanced and intermediate types for easier analysis. The
protocol focuses on selecting CHs based on the lasting energy factor. During each
iteration, the CHs broadcast their priority to the network’s cluster members, allowing
them to be aware of the CHs lasting energy levels. The CHs are then examined to
determine if the same node can remain as a CH or whether it requires a new CH. The
M-DEC protocol, however, causes high energy loss among nodes due to the ill-suited
election probability factor.

The research conducted by Shyjith et al. (2021) focused on addressing CH selec-
tion in a WSN using two techniques: Rider Cat Swarm Optimization (RCSO) and
Optimized Sleep-awake Energy Efficient Distribution (O-SEED). In this, RCSO
determines the CH selection dynamically to pass the data. Here, the finest CH was
determined by a threshold value computed using factors such as delay, energy, and
distance. Once the CH was selected, O-SEED algorithm is employed to transfer the
data from the CH to the Base Station (BS) using the. Here, the nodes go to the sleep
state with an increase in the distance from the BS. The lasting energy of the nodes
was continuously updated until all the data was successfully transmitted. However,
the tracing mode of RCSO increases the number of active nodes and significantly
causes high energy dissipation. This indicates a potential issue with the network’s
node longevity or stability.

Singh et al. (2021) designed a modified Genetic Algorithm (ModifyGA) to select
CHs in WSNs and to exploit lifetime and energy efficiency. It incorporates a dynamic
sensing range and defines the criteria for CH selection using the fitness function that
deliberates the energy factor, node to sink distance, comparative bias and density. Here,
the optimal solutions are found by simulating natural evolution where, the movement
of sink persistently alters the gene structure of the chromosome. The concept of elitism
is incorporated to preserve the best solution (fittest CH) found so far until a superior
solution (best CH) emerges. Here, maximal energy is utilized within the cluster due
to the low sensing range of CHs leading to node death at earlier instant.

Subramani et al. (2022), introduced a protocol for routing with Multihop Energy
Aware Clustering (EACMRPMS) with mobile sink. Here, the Tunicate Swarm Algo-
rithm (TSA) and Type-II Fuzzy Logic (T2FL) are applied for selection of CH and
cluster assembly. In this, the tunicate’s jet propulsion is used in TSA employing the
swarming behaviour to cluster the nodes. The T2FL selects the shortest multi-hop
routes to transmit the data to the sink. Moreover, an additional enhancement to the
energy efficiency is achieved through the use of a mobile sink with a route adjustment
scheme based on the path of the mobile node. However, the network lifetime may be
constrained due to the rise of conflict among the search agent.

The Energy-Efficient Dynamic Adaptive State-based Scheduling (EDASS) scheme,
introduced by Khan et al. (2022), aims to advance energy efficacy and persist the
lifespan of a network. It involves nodes switching between different states (active,
wait, sleep, and route) to facilitate dynamic data transmission. Initially, all nodes are
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active and collect data through sensing. If the collected data is the same as the previous
data, nodes enter sleep mode to conserve energy. Following a sleep cycle, an active
node initiates a message broadcast to neighbouring nodes, signalling them to change
to the active state. However, this system is susceptible to potential transmission faults
when the nodes fails to sense the active cycle.

Narayan et al. (2023) proposed a method that combines Particle Swarm Optimiza-
tion (PSO) and a Fuzzy based Energy Efficient Routing Protocol (E-FEERP) in routing
to improve energy efficiency. PSO is used for clustering nodes, while E-FEERP deter-
mines the optimal path for data transmission. In this approach, PSO helps organize
nodes into clusters by discovering the best solution based on a fitness function. E-
FEERP then selects the most efficient route to pass on data between the CH and the
BS. However, in E-FEERP data redundancy cause increase in the use of energy.

Satyanarayana et al. (2023) proposed a segregation model to improve fault tolerance
and reliable coverage in data transmission within WSNs. The model consists of two
stages: intra and inter-segregation. In the first stage, the network is initialized and
divided into clusters. Here, relay nodes are considered as secure nodes. They are
identified and separated from redundant and common nodes to participate in data
transmission. The second inter-segregation stage involves transmitting data to the
target node. Here, the fault-tolerance is achieved by increasing the coverage area
through a coverage factor. This protects the network from intrusion of the invaders.
However, it does not cover the attention area properly thus resulting in reduced fault
tolerance.

Mohapatra and Rath (2020) introduced two novel algorithms: Uniform Energy
Clustering (UEC) and Population-Based Clustering (PBC), designed to improve fault
tolerance and prevent faults in WSNs. The UEC algorithm focuses on maintaining
uniform energy levels among sensor nodes by distributing the workload evenly across
clusters, thereby extending the network’s lifetime and reducing energy depletion. In
contrast, the PBC algorithm aims to prevent faults by optimizing the selection of CHs
and ensuring effective communication paths. The paper outlines a communication
model where intra-cluster and inter-cluster communications are facilitated through
dedicated time slots, allowing for efficient data transmission between SNs and the
BS1z. By simulating these algorithms and comparing their performance against estab-
lished methods, the authors demonstrate significant improvements in fault handling
and overall network efficiency, thereby contributing valuable insights for the deploy-
ment of robust WSNss in real-world applications.

The summary of various clustering and routing techniques is presented in Table 1.

3 Meta-analysis

The primary goal of this meta-analysis is to evaluate clustering and routing techniques
used in WSNss, specifically focusing on:

e Energy Efficiency How well the methods optimize energy consumption, which is
crucial in sensor networks due to limited power resources.
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e Network Lifetime How the methods contribute to prolonging the network’s opera-
tional time by minimizing node failures and optimizing data transmission.

e Fault Tolerance How effectively the methods handle node failures, communication
interruptions, or environmental disruptions.

e Dynamic Adaptation How well the methods can adjust to changes in the network
topology, node mobility, traffic patterns, etc.

e Scalability How the techniques perform when the number of nodes or network size
increases.

By analyzing the key works in WSNs, the approaches are categorized based on the
deployment type, clustering mechanism, and the specific attributes used for CH selec-
tion (such as energy, distance, or mobility).

3.1 Energy efficiency

HEESR and M-DEC both emphasize energy efficiency but use different methods.
HEESR employs static routing, which is energy-efficient for local communication
but fails to adjust to dynamic environments. In contrast, M-DEC dynamically adapts
but suffers from high energy loss during CH selection. O-SEED and ModifyGA use
energy-based CH selection, but the latter also faces intra-cluster energy dissipation
due to a low sensing range. ModifyGA introduces evolutionary algorithms, but its low
sensing range limits energy usage within the cluster, thus decreasing overall efficiency.

3.2 Network lifetime

The Mobile Sink approach in EACMRP-MS with TSA contributes to a longer network
lifetime by adjusting paths based on sink mobility. However, this introduces conflicts
among search agents that may reduce lifetime. On the other hand, EDASS and E-
FEERP both propose methods to extend network lifetime through energy-efficient
state switching and optimal path selection, respectively. However, EDASS suffers
from potential transmission faults, which could hinder lifetime stability.

3.3 Fault tolerance

Segregation Models like the one proposed by Satyanarayana et al. introduce fault toler-
ance by separating redundant nodes and improving coverage, but this does not always
ensure proper coverage in all regions. UEC and PBC maintain fault tolerance through
uniform energy distribution and optimizing CH selection, which helps in handling
faults effectively. E-FEERP also has a fault tolerance mechanism via optimal routing
but suffers from data redundancy issues, which leads to excess energy consumption
and increased fault vulnerability.

@ Springer
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3.4 Dynamic adaptation

RCSO and O-SEED adapt dynamically by adjusting CH selection based on energy,
distance, and node mobility. However, RCSO leads to high energy dissipation due
to the active tracing mode. In contrast, M-DEC provides better dynamic adaptability
through multi-tier clustering but may cause high energy loss because of its election
probability, which is not well-suited for very large networks.

3.5 Scalability

HEESR performs well in smaller, static networks but struggles with scalability due
to its reliance on static routing. This limitation restricts its performance in large or
dynamic networks. ModifyGA and EACMRP-MS offer better scalability through their
dynamic selection and mobile sink mechanisms but face trade-offs in terms of energy
consumption and node management complexity.

After analyzing the strengths and limitations of each technique, the following pat-
terns emerge:

e Energy Efficiency is a consistent goal across almost all methods, but there is often
a trade-off between energy savings and network stability.

e Dynamic Adaptation is necessary to handle network changes (e.g., node mobility,
varying traffic), but many approaches struggle with scalability and energy dissipa-
tion when nodes adapt frequently.

e Fault Tolerance is addressed by several methods, but issues such as data redundancy
and improper coverage still persist.

The gaps identified are,

e Many methods like HEESR fail to scale in dynamic environments. While dynamic
methods like RCSO and M-DEC scale better, they suffer from energy inefficiency
and high operational costs.

e Adaptive algorithms are underexplored, especially for large networks where nodes
frequently join/leave the network. Real-time adaptability remains a challenging
area.

e Current methods often focus on energy and distance but miss out on using more
complex parameters such as traffic patterns and inter-node communication dynam-
ics, which could optimize both energy and network performance in real-time.

Based on the gaps identified, the proposed work focus on the following:

e Hybrid Approach for Energy Efficiency and Adaptability: A hybrid model combin-
ing static and dynamic routing that balances energy efficiency with scalability and
adaptability.

e Enhanced Fault Tolerance: Propose a method to handle data redundancy effectively
while ensuring proper network coverage and fault tolerance, especially in large-scale
deployments.

e Adaptive Clustering Algorithms: Develop clustering algorithms that dynamically
adapt to node mobility, energy states, and varying network conditions. This could
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involve incorporating machine learning or other adaptive models for better scala-
bility and efficiency.

e Real-time Routing Optimization: Introduce more advanced techniques for real-time
path selection that take into account both energy levels and network conditions.

By addressing these gaps, the proposed work can advance the state of WSN routing
and clustering techniques, offering a more energy-efficient, scalable, and fault-tolerant
solution suitable for modern applications.

4 Proposed FDGAN for routing in WSN

The FDGAN methodology addresses WSN challenges such as energy efficiency,
dynamic adaptation, network lifetime, and fault tolerance through a multi-step
approach. In the initial network modeling phase, sensor nodes are initialized, and
fundamental characteristics, including topology, node density, and energy constraints,
are defined. Graph construction, utilizing connectivity matrices, sets the foundation.
The FDGAN then employs an embedding layer to capture node attributes, an attention
mechanism for dynamic attention coefficients, a neighborhood aggregation layer for
weighted feature aggregation, and a multi-head attention layer for optimized routing
and sleep scheduling. The output layer aggregates outputs for predicting fault-tolerant,
energy-efficient paths. During faults, the attention layer adapts by adjusting coeffi-
cients, ensuring network resilience and prioritizing reliable pathways. The overall
working of FDGAN is depicted in Fig. 2.
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Fig. 2 Proposed FDGAN for fault tolerant dynamic routing in WSN
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4.1 Network modeling

In the network modeling phase, the WSN is initialized with distinct identifiers and
fundamental characteristics. Each sensor node is assigned a unique identifier, and the
network’s topology is established through a connectivity matrix based on Euclidean
distances. The node density and energy constraints are defined, providing crucial
metrics for subsequent analyses. Graph construction, utilizing connectivity matrices
and mathematical structures like adjacency and degree matrices, forms a representa-
tion of the WSN. These structures set the groundwork for applying graph attention
mechanisms and adaptive routing strategies in the FDGAN protocol, enhancing fault
tolerance and energy efficiency.

4.1.1 Initialization

Let N be the total number of sensor nodes in the network, and i represent an indi-
vidual node. In the initial phase of network modeling and analysis, the network is
initialized by setting up sensor nodes with distinct identifiers and defining funda-
mental characteristics. Initializing sensor nodes with unique identifiers and defining
their characteristics significantly enhances the network modeling phase in FDGAN by
enabling clear node differentiation and accurate topology representation. Unique iden-
tifiers ensure distinct recognition of each node, avoiding ambiguity in operations like
routing, connectivity establishment, and fault detection. Each sensor node i is assigned
a unique identifier I D;. Defining attributes such as location, residual energy, and con-
nectivity provides the foundation for constructing connectivity matrices, adjacency
matrices, and graph Laplacians, which are critical for graph-based computations. The
network’s topology is established through a connectivity matrix C, where C;; = 1
signifies a connection between nodes i and j and C;; = 0, if there is no connection
such that C € {0, 1}V This connectivity matrix forms the backbone of the network
topology, defining how data can flow between nodes. It determined by their Euclidean
distance (d;;) within a specified transmission range 7.

dij =\/(xi —Xj)2+(yi —)’j)2 (D

Here, (x;, y;) and (x s yj) are the coordinates of nodes i and j respectively.

1,ifdij <tr
C:: = J 2
Y {0, otherwise 2)

The node density (p) representing the number of nodes per unit area, is calculated
as N divided by the network area.

(€)

Area
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Here, N is the total number of sensor nodes, and Area is the total area of the
network. Node density is a critical parameter as it impacts the network’s coverage,
connectivity, and overall performance. Higher density can lead to better coverage but
may increase interference, while lower density might compromise connectivity.

Additionally, energy constraints E; are defined for individual nodes, here E; rep-
resents the initial energy available at the node. These constraints are crucial because
sensor nodes typically operate on limited battery power. Efficient energy utilization is
vital to prolong the network’s lifetime and maintain its functionality over time. The
initialization process, including topology definition using C, calculation of (p) and
establishment of energy constraints E; provides the foundational framework for sub-
sequent analyses and optimizations. These parameters are essential for constructing an
efficient and resilient WSN capable of addressing challenges such as energy consump-
tion, fault tolerance, and scalability. This initialization facilitates dynamic adaptation
to changes in topology, such as node failures or energy depletion, and contributes
to fault tolerance by monitoring energy consumption and predicting potential faults.
Additionally, it supports scalable and flexible network configurations, allowing easy
integration of new nodes and customization of parameters like transmission range and
node density to suit specific applications. These initializations also optimize routing
efficiency by leveraging energy and connectivity data while enabling dynamic updates
to maintain energy efficiency and fault tolerance.

4.1.2 Graph construction

In the process of graph construction during the network modeling and analysis phase,
a graph G is formed to represent the WSN. The set V = {1, 2, ...., N} comprises
sensor nodes, indexed from 1to N. Utilizing the connectivity matrix C established
during network initialization, the set of edges E is defined, where each non-zero entry
in C corresponds to an edge between nodes such that G = (V, E). The adjacency
matrix is derived from the connectivity matrix created during the network initialization
phase. This matrix represents the network’s connections by indicating whether there
is a direct link between two nodes. If a connection exists, the corresponding value is
marked as one; otherwise, it is zero. The degree matrix is a diagonal matrix that shows
the total number of connections for each node, with each diagonal entry representing
the count of edges linked to a specific node. The graph Laplacian matrix is obtained
by subtracting the adjacency matrix from the degree matrix. It serves as a crucial
representation of the network’s structure and connectivity. This matrix is instrumental
in enabling advanced techniques, such as graph attention mechanisms and adaptive
routing strategies, which are essential for creating fault-tolerant and energy-efficient
wireless sensor networks. It supports efficient analysis of the network’s topology and
ensures robust communication even in challenging or dynamic conditions.

The adjacency matrix A is derived from E, such that £ = {(i, DICij = 1} cap-

turing the connectivity relationships among nodes. Here, A;; is 1 if there is an edge
between nodes i and j, and O otherwise.

A _{l,if(i,j)eE @)

ij = .
J 0, otherwise
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For anode 7, the degree matrix is D, is a diagonal matrix where each diagonal entry
D;; is the degree of node i such that,D € R¥*V The degree of a node is the number
of direct connections (edges) it has, calculated as:

N
D;; = Z Ajj %)
j=1
The degree matrix D reflects the degrees of individual nodes, and the graph Lapla-
cian matrix L is computed as the difference between D and A.

L=D-A (©6)

The graph Laplacian matrix L plays a crucial role in representing the network’s
topology and connectivity. It encodes information about node connectivity and the
structure of the network, enabling the analysis of various network properties, such
as connectivity, clustering, and spectral characteristics. These matrices serve as foun-
dational mathematical structures, providing a comprehensive representation of the
network’s topology and connectivity. The resulting graph G and its associated matri-
ces lay the groundwork for subsequent steps in the FDGAN protocol, facilitating the
application of graph attention mechanisms and adaptive routing strategies for fault-
tolerant and energy-efficient WSNs.

4.2 Fault-tolerant dynamic graph attention network

In the FDGAN, the embedding layer captures node attributes, including residual
energy and connectivity. The attention mechanism assigns coefficients, focusing on
vital information. The neighbourhood aggregation layer aggregates features, dynam-
ically updating the graph. The multi-head attention layer optimizes routing with CH
selection and error-free message passing. The output layer synthesizes outputs for
fault-tolerant, energy-efficient routing predictions. During faults, attention adapts, pri-
oritizing resilient paths. FDGAN excels in adaptability, fault tolerance, and energy
efficiency, promising enhanced WSN performance and reliability.

4.2.1 Embedding layer

In the FDGAN protocol, the process of node representation involves creating an initial
embedding layer for each sensor node to encapsulate its fundamental characteristics.
The physical location of each node, represented by its Cartesian coordinates, is inte-
grated into this layer, allowing precise distance calculations essential for tasks like
routing and cluster formation. Connectivity information is derived from the network’s
adjacency matrix, which indicates the communication status of each node with its
neighbours, providing a clear picture of the node’s local network structure. Residual
energy, calculated as the difference between a node’s initial energy and the energy
consumed during operations, is another critical attribute included in this layer. These
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elements such as residual energy, physical location, and connectivity details are com-
bined into a comprehensive feature vector for each sensor node. This feature vector
forms the initial embedding layer, which serves as the foundation for all subsequent
computations in FDGAN. By capturing these essential attributes, the embedding layer
ensures that the protocol has a detailed and dynamic representation of the network. This
enables the FDGAN to make informed decisions regarding energy-efficient routing,
fault-tolerant operations (Mohapatra & Rath 2020), and adaptive Cluster Head (CH)
selection, ultimately enhancing the network’s performance, reliability, and scalability.

In the second step of the FDGAN, the process of node representation is initiated to
define the fundamental characteristics of each sensor node within the wireless network.
Each sensor node i is characterized by its residual energy (Eresidual,-) calculated as

the difference between its initial energy (E;) and the consumed energy.

Eresiduall- = Ei - Econsumed,- (7)

The physical location of each node, denoted as L; = (x;, y;) is considered, provid-
ing essential Cartesian coordinates for distance calculations. Connectivity information
(Ci) is derived from the network’s adjacency matrix, representing the communication
status of node i with its neighbors.

Ci=[An, A, ....AiN] )

These attributes are collectively integrated into an initial embedding layer (H l.(o))

forming a feature vector that encapsulates residual energy, node location, and connec-
tivity details.

0
Hi( ) = [Eresisual > Xi, Yi, Cil ®)

The initial embedding layer captures essential attributes of each node, forming
the basis for subsequent computations in the FDGAN protocol. The process of node
representation involves creating a comprehensive feature vector for each sensor node,
incorporating key parameters such as residual energy, location, and connectivity infor-
mation.

4.2.2 Attention mechanism

The attention mechanism in the FDGAN protocol dynamically assigns attention coef-
ficients to quantify the importance of nodes based on key metrics such as residual
energy, connectivity information, and node location. Residual energy ensures that
nodes with sufficient resources are prioritized, connectivity reflects the communica-
tion status between nodes using the adjacency matrix, and location considers physical
proximity for effective communication. The process begins by representing each node
with an embedding vector encapsulating these metrics, which is then transformed using
learnable parameters (weight matrix W and bias vector b) optimized during training. A
leaky ReL.U activation introduces non-linearity, while a softmax function normalizes
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the coefficients across a node’s neighbors, ensuring their sum equals one. Using these
coefficients, the mechanism aggregates feature from neighboring nodes by computing
a weighted sum, emphasizing influential neighbors, and concatenates the aggregated
features with the original node features for a refined representation. The coefficients
adapt dynamically to real-time changes in metrics, allowing the network to focus on
the most relevant nodes for routing, while also de-emphasizing faulty nodes during
disruptions. This dynamic approach enhances energy efficiency, fault tolerance, and
adaptability, ensuring robust and resource-efficient routing in the network.

The attention mechanism in FDGAN calculates attention coefficients (ozi j) between
nodes i and j, to quantify their relative importance based on key metrics: residual
energy, distance to the sink, and connectivity. These coefficients determine how much
influence a neighboring node j has on node i during feature aggregation, with higher
weights assigned to nodes that are closer to the sink and have greater residual energy.
(ai j) between nodes i and j, is calculated using a function that takes into account the

relevant parameters. Let (Hi(o)) and (Hj(-o)) be the initial embedding layers of nodes

i and j, respectively.

aij = soft max (LeakyReLU (W. [Hf‘”, H;O)] + b)) (10)

ojj = soft maX(LeakyReLU(W-[[Eresiduali 2 di sink> Ci]v [Eresiduali s di sink> Ci]] + b))
(11)

Here, W and b are learnable parameters (weight matrix and bias vector) that are
optimized during the training process. Here, Hi(o) = [Eresiduat; - di sink- Ci ] The leaky
ReLU activation function introduces non-linearity, and the softmax function normal-
izes the attention coefficients. Distance to the sink is derived from the node’s physical
location (x;, y;). The Euclidean distance between node i and the sink node (with
coordinates (Xgink, Ysink)) 1S:

disink = \/(Xi — xsink) + (i = Ysink) (12)

This distance is incorporated into the embedding vector or used as a feature to
influence the attention computation. Nodes closer to the sink (smaller d; sinx) are
preferred for routing to minimize energy consumption, as shorter paths require less
transmission power. The attention mechanism prioritizes nodes with higher residual
energy and shorter distances to the sink by learning to assign higher (ozl- j) values to such

nodes. During training, the weight matrix W and bias b are optimized to emphasize
these features. For example, a node j with high E; (more residual energy) contributes
more to the aggregated features of node i, as it is more reliable for routing. A node j
with a smaller d; s, « is favored, as it reduces the energy required for data transmission
to the sink.
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Once attention coefficients are calculated, the information from neighboring nodes
is aggregated for each node by taking the weighted sum of their features.

N 0
Fuggr, = ijl aij - HY (13)

This process allows each node to gather information from its neighbors with varying
degrees of emphasis, determined by the attention coefficients.

The aggregated features are then concatenated with the original features of the
node, forming an updated representation.

1 0
H'( ) = I:Faggr,', H,'( )] (14)

This updated representation captures the influence of neighboring nodes on the
target node, providing a refined feature vector for subsequent steps. The process of
dynamic sleep scheduling and error free message passing is presented in Fig. 3.

(2))

Dynamic sleep/wake Base station
up schedule

al!
%
2!
/ &3
%
O Sleep node O Active node —  Neighborhood data aggregation ~— % Error free dynamic

message passing
- Fault tolerant routing to O CH selection (nodes with high a.

: . Attention coefficient
base station attention weights) v

Fig. 3 Dynamic sleep scheduling and error free message passing in WSN
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4.2.3 Neighbourhood aggregation layer

The data aggregation process within the FDGAN methodology involves a sequence of
steps to enhance energy efficiency and fault tolerance in the WSN. Initially, attention
coefficients, computed in the attention mechanism, are utilized to determine the rele-
vance of neighboring nodes. Using these coefficients, the neighborhood aggregation
layer calculates a weighted sum of the features from neighboring nodes, capturing their
influence on the target node. This step results in the creation of an aggregated feature
vector for each node. Subsequently, an adaptive dynamic graph update mechanism is
employed to optimize the network topology. This mechanism assesses the aggregated
features of nodes and dynamically modifies the adjacency matrix by determining the
existence or absence of connections based on the function f (Fagg,[., Fager j),where

Fuaggr;sFaggr; are aggregated feature vectors of nodes i and j respectively. This ensures
that the connectivity adapts to the current state of the network, supporting energy-
efficient data transmission. Additionally, a position module is integrated to prevent
collisions by adjusting the transmission schedules and ranges of nodes. This module
evaluates the physical locations of nodes in conjunction with their aggregated features
to determine optimal transmission settings, mitigating interference and improving fault
tolerance. The neighbourhood aggregation layer utilizes a weighted sum algorithm to
compute the aggregated feature vector for each node, leveraging attention coefficients
to prioritize contributions from more relevant neighbors. The aggregated feature vec-
tor (Faggr,.) for each node i is computed by taking the weighted sum of the features

of its neighboring nodes, as determined by the attention coefficients (ozi j) from (10).

0
Fuger, = Y ozij.H; ) (15)
JER;

An adaptive mechanism is introduced to dynamically update the graph structure
based on the aggregated features. This dynamic update is intended to optimize the
network topology for energy-efficient data transmission.

(t+1)
A= f(Faggrw Faggrj) (16)

Here, Ang) represents the updated adjacency matrix, and f is a function that

considers the aggregated features of nodes i and j to determine the existence of a
connection. This adaptation allows the network to dynamically respond to changes in
connectivity requirements based on the features of the nodes.

To enhance fault tolerance, a position module is defined for each node to avoid
collisions. The position module considers the physical locations of nodes (L;) to
adjust their transmission schedules and prevent interference.

Irdynamic(i) = g(Faggrp Li) a7
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Here, g is a function that takes into account the aggregated features and the node’s
location to dynamically adjust the transmission range, ensuring efficient communica-
tion while mitigating the risk of collisions.

The neighborhood aggregation layer not only facilitates the incorporation of infor-
mation from neighboring nodes but also dynamically adapts the network’s connectivity
based on the aggregated features. The position module contributes to fault tolerance
by considering the physical locations of nodes in the wireless sensor network, thereby
improving the overall reliability of the system.

4.2.4 Multi-head attention

The multi-head attention layer in the FDGAN protocol is designed to capture diverse
information about each node by utilizing multiple attention heads. Each attention
head computes attention coefficients independently, allowing the model to attend to
different aspects within the graph. The selection of CHs is then performed based on the
remaining energy, location, and connectivity information, considering the attention
weights assigned to the nodes. This layer is essential for making informed routing
decisions and facilitating adaptive sleep scheduling.

h

For each attention head £, attention coefficients ((xi j> are computed independently

for nodes i and j using the initial embedding layer (H (0)). The leaky ReLU acti-

vation introduces non-linearity, and the softmax function normalizes the attention
coefficients. Using (10), we get,

aij = soft max(LeakyReLU(Wh.[Hfo), H}O)] n bh)) (18)

Here, W, and by, are learnable parameters specific to the A-th attention head. This
process allows different attention heads to focus on different aspects of the nodes fea-
tures. CHs are selected based on the attention coefficients, residual energy, location,
and connectivity information of nodes. The CH for node i is chosen based on the prod-
uct of attention weights and node features, emphasizing nodes with higher attention
weights.

h
CH; = argmjax(a[(j)~|:Eresidualjy Xjs Vjs Cj]) (19)

The error-free dynamic message passing mechanism m ,(dynamic) is integrated
for reliable communication. Nodes exchange information based on attention weights,
adapting their connectivity dynamically for efficient data transmission. The attention
layer also guides sleep scheduling decisions. Important or active nodes during sleep
scheduling are identified based on attention weights, and dynamic sleep and wake-up
schedules are adjusted accordingly. This integration ensures that the network adapts
dynamically to changing conditions, conserving energy during idle periods and facil-
itating reliable communication through error-free message passing.
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4.2.5 Output layer

The output layer in the FDGAN protocol plays a critical role in synthesizing and uti-
lizing the information captured by multiple attention heads to predict a fault-tolerant,
energy-efficient dynamic routing path. Each attention head processes network data
to emphasize different aspects, such as energy efficiency, connectivity, and fault
resilience. The outputs from these attention heads are either concatenated or aver-
aged to form a comprehensive representation, enabling the model to consider diverse
perspectives and capture complex patterns within the network. This aggregated infor-
mation serves as the input to the final layer, where the predicted routing path is
generated. Fault-tolerant mechanisms in the FDGAN protocol are seamlessly incor-
porated through dynamic attention coefficient adjustments, adaptive graph updates,
and routing decisions tailored to handle fault conditions. During fault-handling pro-
cesses, the attention layer plays a pivotal role by recalibrating attention coefficients
based on fault-related features, such as node residual energy, connectivity, or observed
anomalies. This recalibration is guided by a function that dynamically emphasizes or
de-emphasizes node connections, ensuring that paths with higher reliability are prior-
itized for routing. The protocol integrates these adjusted coefficients to guide routing
decisions, focusing on nodes or paths deemed more robust and capable of sustain-
ing network performance despite faults. These fault-tolerant pathways are computed
by aggregating diverse information captured by multiple attention heads, ensuring
resilience in routing. Additionally, the adaptive graph update mechanism dynamically
modifies the network’s topology to address disrupted connections, optimizing connec-
tivity and facilitating energy-efficient communication in the presence of faults. These
mechanisms are specifically designed to address a variety of fault scenarios, includ-
ing node failures due to energy depletion, connectivity losses from environmental
interference, and transient faults that disrupt communication. By prioritizing resilient
pathways and dynamically adapting to changes in the network, FDGAN ensures reli-
able data transmission and minimizes performance degradation under challenging
conditions, enhancing the overall robustness of wireless sensor networks. The out-
put layer in the FDGAN protocol serves the crucial role of aggregating information
from multiple attention heads and generating the predicted fault-tolerant, energy-
efficient dynamic routing path. The attention layer focuses on relevant nodes during
fault handling processes, and the outputs from multiple attention heads are typically
concatenated or averaged to form a comprehensive representation.

The outputs (0 (h)) from each attention head are typically concatenated or averaged

to form a comprehensive representation. This allows the model to capture diverse
information and perspectives from different attention heads.

0, = Concat(Oi(l), Oi(z), ...... , 0~(H)> (20)

Here, H is the total number of attention heads. The aggregated outputs O; serve as
the input to the final layer, where the fault-tolerant, energy-efficient dynamic routing
path is predicted. This prediction is based on the learned patterns and relationships
captured by the attention heads throughout the network. The predicted routing path
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(Rpr(iy) is computed as,

Ry = argmax(Soft max(Wy - O; + b)) 210

The softmax activation function normalizes the output, and Wy and b are learnable
parameters specific to the output layer. During fault handling processes, the attention
layer focuses on relevant nodes by adjusting attention coefficients based on fault-
related features or network conditions. Let F; represent the set of features associated
with each node i that represent fault-related information.

During fault handling (Mohapatra and Rath 2020), attention coefficients (a{}) are

adjusted based on fault-related features. A function g incorporates these features to
dynamically modify the attention coefficients, emphasizing or de-emphasizing con-
nections based on fault conditions.

ol = (o, i F) (22)

The adapted attention coefficients guide the prioritization of nodes or paths dur-
ing fault conditions. Nodes with higher attention weights continue to play a more
influential role in routing decisions, ensuring that the network focuses on reliable and
fault-tolerant pathways.

Routing decision; = arg max(af'j, [Eresidualj,xj, Vi Cj]) (23)
i :

The routing decisions incorporate the adjusted attention coefficients, emphasiz-
ing connections that are considered more reliable or resilient based on fault-related
features.

This ensures that the network remains fault-tolerant and adapts to changing cir-
cumstances. The model has learned to prioritize certain nodes or paths during fault
conditions through the attention mechanism, contributing to the overall resilience of
the wireless sensor network. The output layer synthesizes the diverse information
captured by multiple attention heads and produces a prediction for the fault-tolerant,
energy-efficient dynamic routing path. The attention layer’s adaptability during fault
handling processes further enhances the robustness of the FDGAN protocol in address-
ing challenges in wireless sensor networks. The algorithm for FDGAN is presented
below.
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Algorithm for FDGAN protocol

initialize network # Initialize network parameters and sensor nodes

initialize NV # Network modeling and analysis

construct G = (V, E)

for each epochs: #FDGAN steps
for i in N : #Step 1: Node representation

calculate residual,

calculate Li = (x,., yi)

calculate C,

create [1 ,( "

for each h in H : #Step 2: Attention mechanism
compute 0!;

for node in N #Step 3: Neighborhood aggregation

compute Fugg,;

update G dynamically
adjust l‘rdymmic(i)
for each h in H : #Step 4: Multi-head attention
compute 0{;1
select CH,
integrate 71, (dynamic)
for i in N : #Step 5: Routing
concatenate 01»(]),0‘.(2), ...... ,Q(H)

predict Rpr(i)

Handle F,
predict Routing decision,

End

5 Results and discussion

The FDGAN has been implemented and simulated using Python. The focus is on
simulating the behavior and performance of WSNs to evaluate the proposed FDGAN
protocol, rather than processing data from external datasets. The simulation frame-
work is designed to emulate realistic WSN scenarios, incorporating parameters such
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Table 2 Simulation settings

Parameters Value

Area 100 m?2

Sensor nodes 50-500
Transmission range 50m

Initial energy 5007

Data aggregation 5 nl/bit/signal

Node density 0.005-0.05 nodes/m?
Residual energy 0.2

Speed of mobility 5 m/s

Mobility model Random

as node density, mobility, transmission range, and energy configurations, as detailed
in Table 2. These parameters are carefully chosen based on established models and
practices commonly adopted in WSN research. For instance, the random mobility
model replicates dynamic node movement, while the energy and data aggregation set-
tings align with standard sensor node configurations. This simulation-based approach
allows for the evaluation of critical performance metrics, such as energy consump-
tion, Packet Delivery Ratio (PDR), and network lifetime, without relying on external
data sources. By dynamically generating data and faults during the simulation, this
work provides a controlled environment to assess the robustness and efficiency of
the proposed methodology under various conditions. The simulation results provide a
visual representation of the routing process within the FDGAN framework. To evaluate
its performance, a comparative analysis has been conducted against various existing
approaches, employing diverse metrics. These metrics serve as quantitative measures
to assess and compare the efficiency, effectiveness, and reliability of the FDGAN in
contrast to other established methodologies. The simulation outcomes, supported by
metric comparisons, offer valuable insights into the robustness and superiority of the
FDGAN in the context of fault-tolerant data aggregation in network application.

5.1 Performance metrics

The evaluation criteria for assessing the effectiveness and efficiency of the FDGAN
protocol in a WSN include key performance metrics that collectively provide a com-
prehensive understanding of the network’s functionality, reliability, and sustainability.
These metrics are,

5.1.1 Energy consumption
Energy consumption measures the total energy expended by all sensor nodes in the

network during a specific operational period. It is the amount of energy consumed by
the sensor nodes during the operation of the WSN. It directly reflects the network’s
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efficiency, as lower energy consumption indicates a more sustainable and energy-
efficient system, crucial for extending the lifetime of a WSN. This metric helps identify
power-intensive nodes or operations and assess how effectively the protocol conserves
energy resources across the network. It is a crucial metric in evaluating the efficiency
and sustainability of the network, considering the limited energy resources of sensor
nodes. Energy consumption is calculated using the formula:

N
Energy consumption = Zi:l (P x Tp) (24)

Here, N denotes the sensor nodes, P; represents the power consumption and 7;
represents the time duration.

5.1.2 Energy distribution index

EDI quantifies the uniformity in energy levels across all sensor nodes, aiming to main-
tain a balanced energy profile. A well-balanced distribution prevents certain nodes
from depleting their energy disproportionately, which could lead to network parti-
tioning or reduced functionality. A higher EDI value indicates more uniform energy
distribution, leading to prolonged network lifetimes and consistent performance, as
no single node is disproportionately burdened.

>, (B - E)
ZlN:l (E’ - E)ilax

EDI =1—

(25)

Here, E; denotes the energy level of the i-th senor node, E is the average energy
level across all nodes. ZlNz (Ei - f)max is the maximum deviation of an individual
node’s energy level from the average.

5.1.3 Packet delivery ratio (PDR)

A high PDR signifies reliable communication and robust routing mechanisms, as it
reflects the network’s ability to handle faults, minimize packet loss, and ensure that
data reaches its intended destination. Low PDR values might indicate issues such as
network congestion, faulty nodes, or inefficient routing paths.

PDR —1— Number of successfullydelivered packets

100 26
Total number of packets sent % (26)

5.1.4 End-to-end delay

This measures the time taken for a packet to travel from its source to the destination,
incorporating components like processing, transmission, queuing, and propagation
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delays. Minimizing this metric is vital for applications requiring real-time data process-
ing, such as environmental monitoring or industrial automation. FDGAN’s adaptive
routing and attention mechanisms prioritize efficient paths and reduce congestion,
ensuring low delay and improved responsiveness. It encompasses various components
of delay, such as:

Processingdelay Time taken by nodes to process packets, including data aggregation
and decision-making tasks.

Transmission delay  Time spent transmitting packets across the network’s physical
or wireless medium.

Queuing delay Time spent waiting in queues at intermediate nodes due to network
congestion or scheduling priorities.

Propagation delay Time required for the signal to traverse the distance between
nodes.

E2E Delay = Tiransmission + Tpropagation + Tqueuing + Tprocex sin g 27

A low E2D is critical for applications requiring real-time data processing, such
as environmental monitoring or industrial automation. In FDGAN, adaptive routing
and attention mechanisms aim to minimize delay by prioritizing efficient paths and
reducing congestion.

5.2 Network lifetime

This metric reflects the operational longevity of the WSN, defined as the duration
for which the network remains functional and effective. It is typically measured by
considering the point at which a significant portion of sensor nodes exhaust their
energy, leading to a loss of network connectivity or performance. In FDGAN, features
like dynamic graph updates, energy-aware routing, and the Energy Distribution Index
(EDI) directly enhance Network Lifetime. By ensuring balanced energy consumption
and adapting the topology to optimize efficiency, FDGAN sustains longer network
operations.

L Initial total energy
Networklifetime = - (28)
Total energy consumption rate

These metrics collectively assess the protocol’s ability to achieve a balance between
efficiency, reliability, and longevity. While energy consumption and distribution focus
on resource utilization, PDR and delay emphasize communication reliability and real-
time responsiveness. Network lifetime encapsulates the cumulative effects of these
metrics, representing the overall sustainability and robustness of the WSN.
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5.3 Simulated results

In Fig. 4, the deployment of sensor nodes in the WSN is illustrated, showcasing
the strategic arrangement of nodes in a specified area. This deployment is a crucial
initial step in the proposed methodology. The sensor nodes are strategically positioned
to cover the target area effectively. Each node is initialized with a unique identifier
and fundamental characteristics, forming the basis for subsequent network modeling
and analysis. The deployment pattern is designed to optimize coverage, ensuring that
the WSN can efficiently monitor and collect data from the entire network area. The
positioning of nodes takes into account factors such as transmission range, ensuring
that nodes can communicate effectively with their neighboring nodes.

In Fig. 5, the graph construction of sensor nodes is presented, demonstrating how
the connectivity between nodes is established based on Euclidean distances and trans-
mission ranges. This step is integral to the network modeling and analysis phase. The
graph construction involves the creation of mathematical structures, including connec-
tivity matrices, adjacency matrices, degree matrices, and graph laplacian matrices. The
connectivity matrix defines the relationships between nodes, indicating whether nodes
are connected within the specified transmission range. The adjacency matrix is derived
from the connectivity matrix, capturing the connectivity relationships among nodes.
The degree matrix reflects the degrees of individual nodes, and the graph Laplacian
matrix is computed as the difference between the degree matrix and the adjacency
matrix. These matrices serve as a comprehensive representation of the network’s
topology and connectivity. The graph construction process forms the foundation for
subsequent steps in the FDGAN protocol. These mathematical structures enable the
application of graph attention mechanisms and adaptive routing strategies for fault-
tolerant and energy-efficient WSNs.

In Fig. 6, the data aggregation process within the proposed FDGAN methodol-
ogy is elucidated. This crucial phase involves the aggregation of information from

Fig. 4 Deployment of sensor nodes

@ Springer



19  Page 26 of 38 Journal of Combinatorial Optimization (2026) 51:19

@ Base Suation
Sensor Node
Fig. 5 Graph construction
25
~ 10
X
- 5 00- o F% 2 7 °
1 8= 0923598457 URMTE s 2
3"“\ \ ;‘:?996550“1‘;\‘ F":) a‘:‘v 6‘5\"
ﬂﬁ’.‘b Suwmsu 523 a0l f‘ossb, 06787+ ,‘.,@ S
2 - - 0517474078397 2 o', 2
S QQ;""iswul 0.9735392925441448 ’)%,’glﬂ‘esm 0’3 2 «!? '”87??2711749055 "u
*21g, 92, ) Oy~ ® ¥ a8 v e/
03¢, D274 )5, oy " ep08? Dy, S o
o | TSl SFNR T AN DS 3
2 SN ~ os,a\??“n;ﬁf\:wﬁ\«%‘a R S g‘?,é;; R 279 *
N NN o S S R O AR NSO
2553754008 0y 0 2 D 05T B o R A Y S [2 8
& %95, 107234, 090 2 oG 2 B ENTH R0 Y 8 3
¢ % 65y 2 2P, TR 3558 %0 8 ©
3 CANG IS 7 % far, B 2R 2
g 2R 5 Qo J kX e'a 3
o3 S D o 9853, Q9> 8. 9
23 o V0% 6 %05, G 4y g a
N g By @S ey & 3 g
X 55y jﬂb} S~ © 2 8 Sensor Nodes
3% ) Y,, S
B S %, T
B8 s - "3y %3
1227 © 2|4l — O - ST, ]
L AR DN I C oS, "D Sy 50,2208
R Y o B, 07 BT NN o ess, o 5
< oron0sTEIT T 8 IES sraaesed g o7 %
33 0% 09z 2 (88476 29956031 N % 0.

26, A N v =9 % o v~
e s 15323 o2 " = BN ey
(o e

s 7
56953061371 AT %
LYY 37417456 13887 225, 3, ENS

! 2:9 ~ Y00 o) RSN
AR 12T S e %y ‘)9}_*__%

Sy,

%o, %

od 29 ):
o 3 O, O B, g

2 U TN S L N 3
29962, > 183761 S 78644525 £ O 962161669907 19 Uy
o5 13450365 4 709662 —— S
7/ =N 081983 )
@3921515255,083 & N\

Fig. 6 Data aggregation

individual sensor nodes to facilitate efficient data processing and transmission. The

initial embedding layer captures essential attributes of each sensor node,

including

residual energy, node location, and connectivity information. The attention mecha-
nism dynamically assigns attention coefficients to nodes based on these attributes,
allowing the network to focus on relevant information. The neighbourhood aggrega-
tion layer computes the weighted aggregation of features from neighboring nodes,
introducing adaptive mechanisms for dynamic graph updates and position modules to
enhance fault tolerance. This aggregated information forms a comprehensive repre-
sentation for predicting fault-tolerant, energy-efficient dynamic routing paths. During
the data aggregation process, the attention layer adapts by adjusting coefficients based
on fault-related features, ensuring the network remains resilient and prioritizes reliable

pathways.
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The data aggregation process within the proposed FDGAN methodology, as
depicted in Fig. 6, is pivotal for efficient data processing and fault-tolerant operation of
the WSN. The process begins with the initial embedding layer, which encapsulates key
attributes of each sensor node, such as residual energy, physical location (coordinates),
and connectivity information derived from the adjacency matrix. These features col-
lectively form a robust feature vector that represents the state and capabilities of each
node, providing the foundation for subsequent computations. The attention mechanism
plays a crucial role by dynamically assigning attention coefficients to nodes based on
their attributes. This mechanism evaluates the relevance and importance of each node
in the context of the network’s current state, allowing the system to focus on nodes
that contribute significantly to data aggregation and routing decisions. The attention
coefficients ensure that critical nodes with higher residual energy, better connectivity,
or strategic positions in the topology receive greater emphasis during the aggregation
process. The neighborhood aggregation layer computes the weighted aggregation of
features from neighboring nodes using the assigned attention coefficients. This layer
integrates information from adjacent nodes, effectively capturing localized network
dynamics and enabling the construction of a comprehensive representation of the net-
work. By incorporating adaptive mechanisms for dynamic graph updates and position
modules, this layer enhances the network’s ability to respond to changes in topology or
node conditions, significantly improving fault tolerance. During the data aggregation
process, the attention layer adapts by adjusting its coefficients in response to fault-
related features or network conditions. For example, when certain nodes experience
faults or failures, the attention mechanism de-emphasizes these nodes and redirects
focus to more reliable alternatives. This adaptability ensures that the network priori-
tizes robust and reliable pathways for data transmission, maintaining resilience even
under challenging conditions.

In Fig. 7, the sleep scheduling process is depicted, offering insights into the inno-
vative approach integrated into the proposed FDGAN methodology. Sleep scheduling
plays a pivotal role in optimizing energy consumption within WSNs. In the FDGAN,

@ Active Node
® Ssieeping Node

Fig. 7 Sleep scheduling
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the Multi-head Attention layer, which employs independent attention computations,
CH selection, and error-free dynamic message passing, is instrumental in guiding sleep
scheduling decisions. The attention coefficients calculated based on factors such as
residual energy, node location, and connectivity information dynamically influence
the identification of CHs. These CHs are selected based on attention weights, resid-
ual energy, location, and connectivity information, emphasizing nodes with higher
attention weights for sleep scheduling. The error-free dynamic message passing mech-
anism facilitates reliable communication during sleep, ensuring that the network adapts
dynamically to changing conditions. The attention layer’s adaptability during sleep
scheduling contributes to overall energy efficiency, as it identifies important or active
nodes, adjusting dynamic sleep and wake-up schedules accordingly.

In Fig. 8, the intricate routing process within the FDGAN is elucidated, provid-
ing a detailed overview of how the proposed methodology effectively navigates data
through the WSN. The FDGAN employs a multi-step approach to dynamic rout-
ing, leveraging its unique architecture. The process begins with the embedding layer,
where each sensor node’s representation encapsulates crucial attributes like residual
energy, location, and connectivity information. The subsequent Attention Mechanism
dynamically assigns attention coefficients to nodes, allowing the network to focus on
pertinent information. The neighbourhood aggregation layer computes the weighted
aggregation of features from neighboring nodes, introducing adaptive mechanisms for
dynamic graph updates and position modules to enhance fault tolerance. The multi-
head attention layer utilizes independent attention computations, CH selection, and
error-free dynamic message passing to optimize routing decisions. The output layer
aggregates outputs from multiple attention heads, culminating in a comprehensive
representation for predicting fault-tolerant, energy-efficient dynamic routing paths.
During fault handling processes, the attention layer adapts by adjusting coefficients
based on fault-related features, ensuring the network remains resilient and prioritizes
reliable pathway.

@ Active Node
® sleeping Node

Fig. 8 Routing in FDGAN
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Energy Consumption for Different Methods
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Fig. 9 Energy consumption

5.4 Performance evaluation

Figure 9 illustrates the energy consumption comparison among various clustering
methods, including HEESR (Qabouche et al. 2021), RCSO (Sharma & Tomar 2021),
M-DEC (Shyjithetal. 2021), ModifyGA (Singh et al. 2021), EACMRPMS (Subramani
et al. 2022), EDASS (Khan et al. 2022), E-FEERP (Narayan et al. 2023), and the
proposed FDGAN. The energy consumption trend showcases the superior performance
of FDGAN compared to the other methods. FDGAN starts with approximately 5J at 50
nodes, scales slowly to around 50 J at 100 nodes, 70 J at 200 nodes, 90 J at 300 nodes,
110 J at 400 nodes, and 125 J at 500 nodes. It demonstrates the best performance,
with minimal energy consumption growth. E-FEERP begins at 40 J at 50 nodes and
increases steadily to around 80 J at 100 nodes, 120 J at 200 nodes, 150 J at 300 nodes,
180 J at 400 nodes, and 205 J at 500 nodes, showing the second-best performance
but still consuming significantly more energy than FDGAN. Several core features of
FDGAN contribute to its superior energy efficiency:

e Dynamic Graph Attention Mechanism FDGAN leverages a dynamic attention mech-
anism to optimize the selection of CHs. By evaluating key parameters such as
residual energy, node location, and connectivity, the protocol ensures that energy-
intensive operations are distributed among the most suitable nodes. This minimizes
the burden on individual nodes and reduces energy wastage.

e Adaptive Routing Strategy The adaptive routing strategy in FDGAN continuously
monitors network conditions and adjusts routing paths dynamically. It considers
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metrics like residual energy, link quality, and distance to determine the most energy-
efficient paths for data transmission. This adaptability prevents overuse of specific
nodes or paths, enhancing overall energy savings.

o Fault-Tolerant Mechanisms FDGAN’s fault-tolerant design ensures that node fail-
ures or link disruptions do not lead to significant energy inefficiencies. By rerouting
traffic dynamically and focusing on reliable nodes during faults, FDGAN maintains
network functionality without excessive energy costs.

e Sleep Scheduling The protocol incorporates sleep scheduling to conserve energy
during inactive periods. Nodes that are not required for immediate data transmission
or aggregation are put into a low-power state, significantly reducing their energy
usage while maintaining network readiness.

The integration of these features allows FDGAN to outperform other methods by
maintaining low energy consumption even as the network size increases. This makes
it a highly effective solution for energy-aware clustering in wireless sensor networks,
extending the network’s operational lifetime while ensuring robust performance.

Other methods such as HEESR, RCSO, ModifyGA, and EACMRPMS exhibit
similar energy consumption trends, starting at around 50-60 J at 50 nodes, reaching
100-120 J at 100 nodes, 160-180 J at 200 nodes, 200-210 J at 300 nodes, 230-240J
at 400 nodes, and 250-260 J at 500 nodes. Their energy growth is moderate but still far
above FDGAN. EDASS has a slightly higher consumption than the above methods,
starting at 60 J at 50 nodes, growing to 130 J at 100 nodes, 180 J at 200 nodes, 220 J
at 300 nodes, 240 J at 400 nodes, and 265 J at 500 nodes. M-DEC follows a similar
trajectory, consuming around 55 J at 50 nodes, increasing to 120 J at 100 nodes, 175J
at 200 nodes, 210 J at 300 nodes, 235 J at 400 nodes, and 255 J at 500 nodes.

The substantial energy efficiency observed in FDGAN can be attributed to several
key features incorporated into its methodology. Firstly, the dynamic graph attention
mechanism in FDGAN optimizes the selection of CHs based on residual energy,
location, and connectivity information. This ensures that energy-intensive tasks are
efficiently distributed across the network, reducing overall consumption. Addition-
ally, the adaptive routing strategy in FDGAN dynamically adjusts routing paths based
on changes in network conditions. By utilizing metrics such as residual energy, link
quality, and distance, FDGAN intelligently directs data transmission, further mini-
mizing energy expenditure. The fault-tolerant mechanisms implemented in FDGAN
contribute to its efficiency, ensuring robust performance even in the presence of node
failures or link disruptions. Furthermore, the sleep scheduling mechanism in FDGAN
allows nodes to conserve energy during inactive periods, contributing to overall energy
savings.

The novelty of the proposed FDGAN is established by highlighting its unique fea-
tures and comparing its performance with comparable methods, as demonstrated in the
evaluation metrics and simulation results. Below is a detailed comparison that estab-
lishes the innovation and superiority of FDGAN. The key novel features of FDGAN
includes

e Dynamic Graph Attention Mechanism FDGAN employs an advanced attention
mechanism that dynamically assigns attention coefficients based on node attributes
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such as residual energy, location, and connectivity. This enables adaptive selection
of CHs, optimizing energy usage and improving fault tolerance.

e Adaptive Routing Strategy Unlike traditional methods that use static routing paths,
FDGAN dynamically adjusts routing paths by considering network conditions such
as residual energy, link quality, and distance. This reduces congestion and improves
overall network efficiency.

e Fault-Tolerant Mechanisms FDGAN incorporates mechanisms to handle node fail-
ures and link disruptions dynamically, ensuring uninterrupted network performance
with minimal energy overhead.

e Sleep Scheduling FDGAN enables inactive nodes to conserve energy by transition-
ing into a low-power state, a feature that many comparable methods do not fully
leverage. Table 3 presents the comparison to establish the novelty of the proposed
FDGAN compared with other methods.

Figure 10 presents a comprehensive comparison of the EDI among eight distinct
methods, including FDGAN, HEESR, RCSO, M-DEC, ModifyGA, EACMRPMS,
EDASS, and E-FEERP. The EDI serves as a crucial metric, reflecting how evenly
energy is distributed across nodes within a network, with higher values indicating a
more uniform distribution. Remarkably, FDGAN consistently outperforms the other
methods, achieving the highest EDI values across the entire node counts (50 to 500).
This signifies that FDGAN excels in maintaining a uniform energy distribution, show-
casing its robustness in various network scenarios. The EDI values for FDGAN
demonstrate a remarkable consistency, ranging from 0.8 for 50 nodes to 0.34 for
500 nodes. In contrast, other methods exhibit a more pronounced decrease in EDI
values as the number of nodes increases. The high EDI values observed in FDGAN
can be attributed to several key factors that ensure a uniform energy distribution across
the network. Firstly, FDGAN employs adaptive routing strategies that optimize data
transmission paths based on residual energy, link quality, and distance, ensuring that
energy-intensive tasks are evenly distributed. The dynamic graph attention mechanism
further enhances this by focusing on nodes with sufficient energy, connectivity, and
strategic location, thus preventing energy hotspots. Additionally, FDGAN incorpo-
rates fault-tolerant mechanisms that redistribute tasks in response to node failures or
link disruptions, ensuring continuous energy balance. The protocol’s sleep scheduling
mechanism also helps conserve energy by putting non-essential nodes into low-power
states during inactive periods. Furthermore, FDGAN demonstrates scalability, main-
taining consistent EDI values even as the network size increases, thanks to its adaptable
and robust design.

Figure 11 illustrates the PDR for various methods, including HEESR (Qabouche
et al. 2021), RCSO (Sharma and Tomar 2021), M-DEC (Shyjith et al. 2021), Modi-
fyGA (Singh et al. 2021), EACMRPMS (Subramani et al. 2022), EDASS (Khan et al.
2022), E-FEERP (Narayan et al. 2023), and the proposed FDGAN. The PDR values
for each method are presented for node counts ranging from 50 to 500. The results
indicate that FDGAN consistently achieves higher PDR values compared to the other
methods, showcasing its superior performance in terms of effective data transmission.
The PDR values for FDGAN, ranging from 0.55 to 0.85, demonstrate its capability to
successfully deliver a significant proportion of packets across various network sizes.
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Fig. 10 EDI for different methods
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In contrast, the other methods exhibit lower PDR values, with varying degrees of effec-
tiveness. HEESR shows relatively competitive performance, with PDR values ranging
from 0.48 to 0.70. RCSO, M-DEC, and ModifyGA present declining PDR values
as the node count increases, indicating potential challenges in maintaining effective
packet delivery in larger networks. EACMRPMS, EDASS, and E-FEERP also show
decreasing trends in PDR, emphasizing the struggle to sustain efficient data transmis-
sion in larger-scale scenarios. The proposed FDGAN’s consistently high PDR values
can be attributed to its innovative approach, possibly leveraging advanced routing or
optimization techniques that enhance packet delivery efficiency. This suggests that
FDGAN is well-suited for scenarios with varying network sizes, offering robust and
reliable packet delivery. The consistent superiority of FDGAN across different node
counts reinforces its potential as an effective solution for optimizing data transmission
in diverse network applications.

Figure 12 illustrates the End-to-End Delay for various methods, including HEESR
(Qabouche et al. 2021), RCSO (Sharma and Tomar 2021), M-DEC (Shyjith et al.
2021), ModifyGA (Singh et al. 2021), EACMRPMS (Subramani et al. 2022), EDASS
(Khan et al. 2022), E-FEERP (Narayan et al. 2023), and the proposed FDGAN. The
End-to-End Delay represents the time taken for a packet to travel from the source
to the destination in the wireless sensor network. In this comparison, the proposed
FDGAN consistently exhibits lower delays across the entire node range from 50 to
500. For FDGAN, the delays range from 1.3 s for 50 nodes to 10.2 s for 500 nodes. This
suggests that the proposed methodology ensures efficient and prompt packet delivery
even as the network scales. In contrast, other methods, such as HEESR, RCSO, M-
DEC, ModifyGA, EACMRPMS, EDASS, and E-FEERP, exhibit varying degrees of

End-to-End Delay Comparison
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Fig. 12 End to end delay
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delay, often higher than FDGAN. The superiority of FDGAN in achieving lower delays
can be attributed to mention specific features, algorithms, or optimizations from your
proposed methodology. For instance, the efficient routing algorithms or advanced
communication protocols employed by FDGAN contribute to reduced transmission
delays, enhancing the overall performance of the network. The comparative analysis
underscores the effectiveness of FDGAN in minimizing communication delays and
highlights its potential suitability for applications demanding low-latency performance
in WSNs.

Figure 13 provides a comparative analysis of network lifetime among various meth-
ods, including HEESR (Qabouche et al. 2021), RCSO (Sharma and Tomar 2021),
M-DEC (Shyjith et al. 2021), ModifyGA (Singh et al. 2021), EACMRPMS (Sub-
ramani et al. 2022), EDASS (Khan et al. 2022), E-FEERP (Narayan et al. 2023),
and the proposed FDGAN. The proposed FDGAN’s achievement can be attributed
to the FDGAN’s comprehensive approach, incorporating fault-tolerant routing strate-
gies, adaptive attention mechanisms, and efficient sleep scheduling. By optimizing
energy consumption and mitigating faults, FDGAN extends the overall lifespan of the
network, making it suitable for WSNs operating in dynamic and challenging environ-
ments.

The simulation results for FDGAN align closely with the initial performance expec-
tations, demonstrating that the protocol performs exceptionally well in key areas such
as energy consumption, energy distribution, PDR end-to-end delay, and network life-
time. Initially, FDGAN was expected to deliver superior energy efficiency, maintain
a uniform energy distribution, and achieve high packet delivery ratios across various
network sizes. The simulation results confirmed these expectations, with FDGAN
showing significantly lower energy consumption compared to other methods. Its
energy growth was slower and more controlled, making it the most energy-efficient
protocol among the evaluated methods. Moreover, FDGAN exhibited the highest EDI
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values, demonstrating its ability to distribute energy evenly across nodes, which aligns
with the initial goal of optimizing energy balance in the network. The PDR results
also exceeded expectations, with FDGAN consistently achieving higher PDR values
compared to other methods, indicating its effectiveness in data transmission. The end-
to-end delay was another area where FDGAN outperformed expectations, with delays
significantly lower than those observed in competing protocols, which is crucial for
real-time applications. Finally, FDGAN’s network lifetime surpassed initial expecta-
tions, as its fault-tolerant mechanisms and adaptive routing strategies helped extend
the network’s operational duration.

The performance of FDGAN not only met but surpassed its initial design projec-
tions across several metrics. During the initial design phase, FDGAN was projected
to moderately improve energy efficiency and fault tolerance compared to existing
protocols. However, simulation results revealed that FDGAN significantly outper-
formed these expectations. For example, energy consumption was projected to remain
below 150 ] for large-scale networks (500 nodes), but FDGAN achieved a much lower
consumption of 125 J exceeding anticipated savings. Additionally, in larger network
scenarios, FDGAN’s fault-tolerant mechanisms such as adaptive attention coefficients
and dynamic graph updates maintained a high Packet Delivery Ratio (up to 0.85) and
stable Energy Distribution Index (up to 0.34 at 500 nodes), demonstrating stronger
fault resilience than initially forecast. These results confirm that FDGAN not only
met but exceeded its original performance targets, particularly in scalability, energy
optimization, and robustness under dynamic conditions.

6 Conclusion

In conclusion, this paper introduces a novel FDGAN to address challenges in WSNs.
The proposed methodology begins with comprehensive network modeling and anal-
ysis, where sensor nodes are initialized and fundamental network characteristics are
defined. Through graph construction and the embedding layer, FDGAN captures essen-
tial attributes such as residual energy, node location, and connectivity information. The
attention mechanism dynamically assigns coefficients, enabling the network to focus
on relevant nodes. The neighbourhood aggregation layer facilitates weighted aggre-
gation and dynamic graph updates, contributing to fault tolerance. The multi-head
attention layer optimizes routing decisions, and the output layer synthesizes outputs
for fault-tolerant, energy-efficient dynamic routing. The proposed FDGAN, with its
adaptability during fault handling, positions itself as a promising solution for dynamic
and challenging WSN environments. The contributions lie in its ability to enhance
fault tolerance, adaptability, and energy efficiency, as demonstrated through simula-
tion results and comparative analyses. This paper showcases the potential of FDGAN
to significantly improve the performance and reliability of WSNs, making strides
towards more robust and resilient wireless sensor networks.
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