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a b s t r a c t 

Due to the unattended nature and deployment of wireless sensors in the hostile environ- 

ment, the networks are vulnerable to carousal and stretch attack that causes Denial of Ser- 

vice (DoS). In addition to that, the adversary may also inject bogus data into the network 

through compromised nodes. This cause the Base Station (BS) to take erroneous decisions 

and also affects the network’s lifetime. To address these issues, the Base Station Controlled 

Secure Routing Protocol (BSCSRP) is introduced. The proposed work aims to detect the anti- 

nodes from safe nodes by a trust-based mechanism that secures the network from false data 

injection as well as provides an efficient route that is free from carousal and stretch attack. 

The effectiveness of BSCSRP is evaluated by comparing its performance with the existing 

AF-TNS, BTEM, RSA, and ERF methods. 

© 2021 Elsevier Ltd. All rights reserved. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1. Introduction 

Wireless Ad-hoc Sensor Networks (WANET) are employed in
many sensitive areas like border security, health care, de-
fense, and so on. These sensors are proficient in making com-
munication with each other without any prior infrastructure.
The sensitive data shared by these sensors are prone to at-
tack by attackers. The attackers disable the network with the
help of sensitive data. The other kinds of attacks in WANET
are vampire attacks, black hole attacks, and jamming attacks
( Patel and Soni, 2015 ; Wazid et al., 2013 ; Bhushan and Sa-
hoo, 2017 ). The attacks are targeted on various layers in the
network which include the application layer, transport layer,
physical layer, and transport layer ( Osanaiye et al., 2018 ). The
vampire attack decreases the battery level with its attack be-
∗ Corresponding author. 
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havior. This attack targets to drain the battery resource by
sending chunks of malicious data to the sensor nodes. Hence,
the detection of a vampire attack is a critical task. A prede-
fined routing encounters the carousal attack, stretch attack,
and Fake Data Injection Attack (FDIA) ( Vasserman and Hop-
per, 2013 ; Nisha et al., 2016 ; R. Kumari and Sharma, 2017 ). FDIA
is one of the serious problem encountered in wireless sen-
sor networks. This type of attacker modifies or disrupts the
data exchange in a network. The FDIA affects state estima-
tion and the security system completely. Some attackers tar-
get the switches of substations and equipment’s which results
in catastrophes ( Hu et al., 2018 ; Lei et al., 2016 ). 

Vampire attacks are categorized on the basis of the stateful
protocol and stateless protocol ( R. Kumari and Sharma, 2017 ).
In stateful protocol, since the routing path is predefined, the
delay in data delivery is minimum. However, the nodes will be
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nder the control of the attacker and cannot make indepen- 
ent decisions in case attacked by an adversary. To overcome 
his issue, stateless protocols can be used in WSN to indepen- 
ently decide the routing path during external or internal at- 
acks. But when it comes to stateless protocol, the network 

ay be affected by the FDIA. 
FDIA attacks can inject fake data and cause various 

ypes of problems to the Wireless ad-hoc sensor network 
 Vinodha and Mary Anita, 2018 ; Kumar and Pais, 2017 ). Once 
he adversary compromises a node, the attacker sends false 

alicious data which may lead to depletion of a large 
mount of energy, resulting in service denial. In order to 
ecure the network from these attacks, filtering techniques 
y en-route schemes were implemented ( Santhosh and 

alanichamy, 2018 ; Sandhya et al., 2014 ; Sulochana and 

anjula, 2016 ; Kumar and Pais, 2019 ; Shahzad et al., 2019 ; 
ariq et al., 2018 ; Jeba et al., 2013 ). Also, the carousal and
tretch attack degrades the network performance and lifetime 
y misleading the nodes to select an abnormal route. Hence,
t is crucial to introduce an efficient routing scheme to secure 
he network against these vulnerable attacks. 

.1. Contributions 

he proposed work aims to detect the anti-nodes from safe 
odes as well as secure the routes from carousal and stretch 

ttacks to provide safe routing. This strategy detects the at- 
acked nodes through a trust-based mechanism. The trust- 
ased mechanism checks all the effects of the attack on a node 
hrough a child-parent mechanism. 

• We include packet drop trust and attribute trust in addi- 
tion to the existing trust verification measures like direct 
trust and indirect trust to further improve the security in 

the network. 
• The proposed approach handles the node detection mech- 

anism in the base station part that has an unlimited re- 
source through Base Station Controlled Secure Routing 
Protocol (BSCSRP). This helps the system to save energy 
and provide QoS. 

The remaining paper is summarized and structured as fol- 
ows: Section 2 gives the literature review, Section 3 describes 
he BSCSRP protocol, Section 4 provides the simulation setup 

nd comparative analysis, and Section 5 illustrates the con- 
lusion. 

. Related works 

his section provides a review of existing protocols that are 
ntended to secure the network against DoS attacks. 

Sreevidya et al., (2018) proposed a security scheme to pre- 
ent the injection of false data by employing the Rivest–
hamir–Adleman (RSA) algorithm. It consists of four steps: 
eneration and distribution of key, encryption, en-route filter- 
ng, and routing. In the first step, public keys are generated and 

re distributed to the intermediate nodes. After the generation 

f keys, the data is encrypted. In the filtering phase, the inter- 
ediate nodes verify the data and transmit the packet to the 
ndpoint. This method achieves better performance by drop- 
ing the malicious packet. 

Padmaja and Marutheswar, (2018) presented a data aggre- 
ation algorithm based on trust by eliminating the compro- 
ised nodes. This scheme employs a clustering mechanism 

n which, the nodes that has more residual energy is selected 

s Cluster Head (CH). If the node is compromised, the trust- 
orthiness of the nodes is verified by the BS. Based on the 

valuation, the deviation is found out by the BS. High deviation 

educes the value of trust which helps to identify the compro- 
ised nodes. This scheme has produced less overhead, en- 

rgy, and a high network lifetime. 
Cui et al., (2017) presented an encryption algorithm by the 

lliptic curve method to maintain end-to-end confidentiality 
f data. The proposed method comprises of four phases: (i) 
etup (ii) Encryption (iii) Aggregation, and (iv) Verification. In 

he setup phase, the identity is generated and preloaded into 

he member nodes and a unique key is shared with all the 
odes. In the aggregation phase, a symmetric key is shared 

ith the member nodes and BS. Now, the BS generates a pubic 
nd a private key in which the public key is exposed while the
rivate key is undisclosed. In the encrypted phase, the nodes 
ick a random number and cipher-text is computed. Finally,
he BS verifies the timestamp and decrypts the data. 

Kumar and Pais, (2018) presented a combinatorial design- 
ased approach Called En-Route Filtering (ERF) scheme. When 

n adversary attempts to inject false reports in the network,
he intermediate forwarding nodes recognize and delete false 
eports while forwarding the data to the sink. In this proposed 

cheme, a secret key is shared with the sensor nodes. After 
he aggregation of data, the reports are verified by the inter- 

ediate nodes. If the report with the secret key is invalid, the 
acket is immediately dropped. This ensures to drop the false 
eports before attaining several hops. The combinatorial de- 
ign secures network communication with low storage over- 
ead. 

Yang et al., (2019) presented a distributed filtering scheme 
o secure the sensor network from the false data injection at- 
ack. In this method, each sensor has a protector to choose 
hether to accept the data based on the information received 

rom the neighboring nodes. When suspicious data is injected 

y the attacker, the projector determines the vulnerability of 
he data and the estimator minimizes the state estimation 

rror. This scheme effectively protects the sensor network 
gainst hostile attacks. 

AlFarraj et al., (2018) proposed an AF-TNS protocol to en- 
ance the security of the network during routing. Here, the 

rusted path is selected based on direct trust evaluation, en- 
rgy, and additive metric evaluation. The direct trust is calcu- 
ated for all the nodes that are in the range of communication- 
ased on the number of packets forwarded and received 

mong the two nodes. In the additive metric evaluation phase,
he trusted path is retained by rectification and regression fac- 
or identification. From the evaluation, if the trust value drops 
elow the threshold, the malicious node is blocked. 

Anwar et al., (2019) Belief Trust Evaluation Mechanism 

BTEM) to select a reliable route and protect the network 
gainst the DoS attack. The BTEM method comprised of three 
odules: the traffic monitoring module, the trust evaluation 

odule, and the decision-maker module. The traffic moni- 
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Table 1 – Comparative Analysis of the Existing Methods. 

Author Technique Advantages Disadvantages 

Sreevidya et al., 2018 RSA This method achieves better 
performance by dropping the 
malicious packet. 

High routing overhead. 

Padmaja and 
Marutheswar, 2018 

Trust based data aggregation 
algorithm 

This scheme has produced less 
overhead, energy, and a high 
network lifetime. 

Energy consumption is more. 

Cui et al., 2017 Elliptic curve method Maintains end to end 
confidentiality of data and 
the delay is low. 

The computational complexity 
is high. 

Kumar and Pais, 2018 ERF The combinatorial design 
secures network 
communication with low 

storage overhead. 

The packet drop is more. 

Yang et al., 2019 Distributed filtering scheme Secure the sensor network 
from the FDIA. 

Delay is high. 

AlFarraj et al., 2018 AF-TNS protocol High malicious detection rate 
and network lifetime. 

Optimized route is not 
selected. This decreases the 
data confidentiality. 

Anwar et al., 2019 BTEM Selects a reliable route and 
protect the network against 
the DoS attack. 

Network lifetime is less. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

toring module is responsible for monitoring the activities of
the neighboring nodes by exchanging responses and request
packets. The trust evaluation module is responsible for esti-
mating the maliciousness in the network by means of direct
trust, indirect trust, and traffic evaluation metrics. Finally, the
decision-maker module declares the trustworthiness of the
node to decide whether the corresponding node should be
blocked or not. Table 1 provides the comparative analysis of
the existing methods. 

From the above analysis, it is perceived that running com-
plex computations by the nodes consumes additional energy
and increases the delivery time. The main task is to provide se-
curity to WSN with good Quality of Service (QoS). The authen-
tication mechanism and algorithms to save the nodes from
attackers often result in the degradation of the performance.
Due to the malicious attacks, the network resource is abused
which ultimately depletes the energy. Therefore, an efficient
secure routing technique is needed to prevent the network
from FDIA, carousal, and stretch attack. 

3. Base station controlled secure routing 

protocol (BSCSRP) 

FDIA affects WSN in various ways. It can mimic and alter the
sensed data packet that may cause the BS to take a false de-
cision. The effect of carousal and stretch attack also affects
the performance of the sensor network. In the stretch attack,
the data packets are handled by multiple nodes which in turn
causes energy drainage. In the Carousal attack, the data packet
is transmitted in a loop form which results in a condition
where the same node appears in the route multiple times. 

Fig. 1 illustrates the architecture of the sensor network with
three clusters. Each node in the network collects the behav-
ioral data of other neighboring nodes and report them with
the BS. The BS now lists these data in a table and evaluates
the behavioral data by a trust mechanism. From the evalua-
tion report, the nodes in the network with low trust values
are blocked and a new routing path is selected. 

3.1. Assumptions 

• The attacker can overhear the data during transmission
and introduce false data into the network. 

• Every sensor node in the network has a limited energy re-
source whereas, the sink has unlimited energy. 

• The adversary cannot compromise the sink node. 
• Each node in the network has similar processing power, at-

tributes, and routing algorithm. 
• Malicious nodes cannot interact with each other. 

3.2. Threat model 

For a compromised node, all the data that is stored in the
nodes are exposed to the attacker. Based on the obtained infor-
mation, the attacker may inject false data by altering the gen-
uine packets. This may lead to taking incorrect decisions by
the BS. Moreover, if the compromised nodes are not detected,
more false data may get injected into the sink resulting in DoS.

Fig. 2 (a) shows the effect of the carousal attack in which
the data packets are transmitted again and again on the same
route. Fig. 2 (b) depicts the effect of the stretch attack in which
the packets are forwarded through a long route before reach-
ing the destination. Fig. 2 (c) illustrates FDIA where the original
data packet is altered by the attacker. According to the BSCSRP
protocol, the base station allocates the path which is not at-
tacked by the FDIA as well as Carousal and Stretch attack after
acknowledging the request from the source. 
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Fig. 1 – Architecture of the sensor network. 

Fig. 2 – (a) Carousal attack (b) Stretch attack (c) Fake data injection attack. 
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Algorithm 1 – Energy-aware CH selection 

Input: Get the location of the nodes 
Output: Elect the most efficient node as CH 

for i = 1,2,3,..n 
do Calculate the distance between the nodes 

Calculate the transmission energy, 

E tx = 

{ 

E el ∗g + g ∗ ε fs ∗ d 2 d < d 0 
E el ∗g + g ∗ ε mp ∗ d 4 d ≥ d 0 

Calculate the energy consumed during reception, 

E rx = E el ∗g
Determine the residual energy of the nodes, 

E res = E int − E con 

Determine the threshold value for each nodes 
for min d(M,N) and T(n) < 0.05 do 

Elect as CH 

Else 
join as member node 

end for 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3.3. Cluster formation 

The sensors are deployed in the network with the formation
of clusters. Each cluster has a CH and member nodes in which,
the CH is accountable for aggregating the data from the mem-
ber nodes and share it with the BS. The CH is nominated such
that the distance to BS as well as to the neighboring sensor
nodes are minimum. This approach helps to transfer the data
packet quickly with reduced time delay. 

3.3.1. Distance measurement 
The distance between two nodes N and M with loca-
tion ( N x , N y ) and ( M x , M y ) is determined by, 

d ( N, M ) = 

√ 

( M x − N x ) 
2 + 

(
M y − N y 

)2 (1)

Based on the Euclidean measurement, the node that is
closest to the center of the cluster attains the highest chance
of becoming CH. 

3.3.2. Energy consumption 

The energy of the sensor is utilized during sensing, data ag-
gregation, transmission, and reception. 

The energy loss during transmission is given by, 

E tx = 

{ 

E el ∗g + g ∗ ε fs ∗ d 2 d < d 0 
E el ∗g + g ∗ ε mp ∗ d 4 d ≥ d 0 

(2)

where d 0 = 

√ 

ε fs 
ε mp 

, d represents the separation distance,E el is
the energy required to operate the receiver or transmitter cir-
cuit, and g implies the number of bits. 

The energy required to receive ‘g’ bits of packets is given
as, 

E rx = E el ∗g (3)

The total energy spent is given as, 

E con = E tx + E rx (4)

The residual energy of the sensor node, 

E res = E int − E con (5)

where E int is the node’s initial energy. 

3.3.3. Threshold 
The CH is selected in each round depending on the threshold
energy of the nodes. This mitigates the problem of selecting
the nodes with less residual energy than CH. 

T ( n ) = 

⎧ ⎨ 

⎩ 

P 
1 −P∗

(
r mod 1 

p 

) × E res 
E int 

i f n ∈ S 

0 Otherwise 
(6)

Here, P is the probability of a sensor node to become
CH, r indicates the round, and S represents the number of
nodes other than CH. The CH selection process is provided in
Algorithm 1 . 
3.4. Trust verification model 

BSCSRP formulates a trust model to choose the safe route.
Since the adversary cannot get detailed knowledge about the
real-time sensor parameters and network information, the at-
tacker can only inject the data in the network with his own un-
derstanding. The base station broadcasts a behavior ID to each
of the nodes from a table which is maintained in the BS. The
table is designed based on the behavior of the network and
real-time parameters of a sensor like energy, time to deliver
a packet, repetition of packet processing by a node, increase
of packet route length, etc. The trust evaluation efficiently an-
alyzes the anomaly behavior. Every child node analyzes the
behavior of the parents and inform the base station regarding
the behavior of the nodes. The BS in turn compares the infor-
mation with the original information and reports the unsafe
behavior ID to other genuine nodes in the network. 

3.4.1. Direct trust (DT) 
The direct trust is found out based on the interaction among
two nodes as given in Eqn. (7) . 

DT = 

P rec (i ) 

P for ( j) 
(7)

where, P rec (i ) denotes the successfully received packets by
node I and P for ( j) denotes the quantity of packets forwarded
by node j. 

3.4.2. Indirect trust (IT) 
Indirect trust is determined based on the data collected from
the nearby nodes. Consider node ‘i’ wants to find out the trust
of node j to forward a packet but, it has no previous commu-
nication history with node j. In this case, node i gets the trust
degree of node j from its neighboring nodes. 

IT = 

1 
k 

k ∑ 

m =1 

DT (m ) (8)

where k denotes the total number of neighbors of node j, DT
is the direct trust calculated from Eqn. (7) . 
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.4.3. Packet drop trust (PDT) 
rop trust is the trust that is calculated based on the previous 
acket drop history with its neighbors. 

 DT = 

1 
k 

k ∑ 

m =1 

P D k 

P S i,k 
(9) 

S i,k denotes the total number of packets previously sent by 
ode i to neighboring node k, PD k denotes the number of pack- 
ts dropped by the neighboring node k that was previously re- 
eived from node i. In this way, if the packet drop trust of a 
ode is close to 1, then it represents that the node is untrust- 
orthy. 

.4.4. Attribute trust (AT) 
efore the deployment of the sensors, each node is assigned 

ith some attributes such as language, country, source ID, des- 
ination ID, location of the destination node, key, and Type of 
ervice that are similar to each other. During communication,
ach node checks whether the neighboring next-hop node has 
 common interest with each other by using the Eqn. (10) . 

T = 

N com 

( t ) 

N att ( t ) 
(10) 

here, N att (t) is the total number of attributes, and N com 

(t) de- 
otes the number of common attributes. Based on this calcu- 

ation, if the number of common attributes is less, then it em- 
hasizes that the trust degree is low. If the attribute ratio is 
nity, then it denotes that the node has a higher trust degree.

otal Trust = αDT + βIT + γ PDT + δAT (11) 

α, β, γ , δ ∈ [ 0 , 1 ] are the weight values such that α + β + γ +
= 1 

By evaluating Eqn. (11) , 0 denotes low trust and 1 denotes 
igh trust. 

.5. Energy efficient secure route selection 

his section provides the evaluation of the parameters that 
re to be considered in selecting a path that is secure as well 
s energy-efficient. The secure path selection process consists 
f identifying the safe path for data transmission. This indi- 
ates the path is not affected by false data injection, Carousal,
nd Stretch attack. During data transmission, the nodes check 
he presence of antinodes with the information obtained from 

rust evaluation in Section 3.4 . The nodes disconnect their 
onnection with the compromised nodes and select a route 
hat does not have any compromised nodes. Furthermore, in 

rder to select an energy-efficient route, the energy, distance,
nd delay in communication are also estimated as follows. 

.5.1. Energy resource 
o have balanced energy depletion in the sensor field and 

o enhance the lifetime, the intermediate sensor nodes with 

aximum residual energy has to be selected. 

R = 

{ 

E res < E th 0 

E res > E th 1 
(12) 
E res is the residual energy of the sensor that is calculated 

rom Eqn. (5) , and E th denotes the threshold energy. Here E res < 

 th indicates that the node is untrustworthy and returns 1,

 res > E th signifies that the node can be trusted hence, return 

. 

.5.2. Distance 
hen the network is subjected to vampire attacks like 

arousal and stretch attacks, the delay in delivering the data 
ackets increases due to the abnormal selection of the longer 
oute. The distance between the neighboring node and the 
estination with location ( x 1 , y 1 ) and ( x 2 , y 2 ) is determined by,

 ( N, D ) = 

√ 

( x 1 − x 2 ) 
2 + ( y 1 − y 2 ) 

2 (13) 

The neighboring node that is in the minimum distance to 
he destination is chosen for the next-hop to transmit the 
acket. This helps to deliver the packet with less delay and 

lso enhances the network lifetime. 

.5.3. Latency 
t is also important to send the packet to the neighboring node 
hat responds quickly than other nodes to ensure quick data 
elivery. 

.5.3.1. Propagation delay (PD) It is the duration for the 
acket to reach the receiver and is determined as given in 

qn. (14) . 

D = 

d ( s, d ) 
v 

(14) 

d( s, d ) is the distance between the source node to neighbor- 
ng nodes, v denotes the speed of transmission medium. 

.5.3.2. Serialization delay (SD) It is the time taken to encode 
he bits of the data packet. The delay increases as the length 

f the packet increases. 

D = 

PS 
T xr 

(15) 

PS denotes the packet size, Txr denotes the data transmis- 
ion rate. 

t = PD + SD (16) 

Overall the transmission route is selected such that the 
odes in the chosen path have max (Trust), max (ER), min 

(N,D), and min (Lt). Fig. 5 gives the flowchart for the BSCSRP 
ethod. 

.6. Malicious node isolation 

nce the base station forwards the behavior ID of the attacked 

ode to all of the sensors in the network, safe nodes discon- 
ect the connection with the antinode and completely iso- 

ates them. Fig. 3 demonstrates the flowchart for the proposed 

SCSRP protocol. Energy efficient safe route selection process 
s provided in Algorithm 2 . 
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Fig. 3 – Flowchart for the proposed BSCSRP protocol. 

Algorithm 2 – Energy efficient safe route selection 

Input: Data from each next hop neighboring nodes 
Output: Genuine next hop neighbor 
for each next hop neighboring node do 

compare the residual energy of the senor nodes with the 
threshold value 

ER = 

{ 

E res < E th 0 

E res > E th 1 

calculate the distance between the neighboring node and the 
destination 

d( N, D ) = 

√ 

( x 1 − x 2 ) 
2 + ( y 1 − y 2 ) 

2 

calculate the delay/latency in communication with the 
neighboring nodes 

Lt = PD + SD 

for the node with max (Trust), max (ER), min d(N,D), and min 
(Lt) do 

select as next hop forwarding node 
else 

choose alternate path and report the node with low 

trust 
end for 

end for 

Table 2 – Parameters of the network. 

Parameters Value 

Area of the network 100 m 

2 

Number of sensors in the network 100 
Position of the base station (100,10) 
Initial energy of sensor node 1.0 J 
Communication range of member nodes 30m 

Communication range of CH 50 m 

Transmission energy 0.01 J 
Receiving energy 0.01 J 

E elec 50 nJ/bit 
ε mp 0.0013 pJ/bit/ m 

2 

ε fs 10 pJ/bit/ m 

2 

Transmission medium speed (km/s) 300,000 
Data packet size (bytes) 500 
Data transmission rate (Mbps) 1 
Threshold value of CH 0.05 
Number of malicious nodes 10–50 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4. Experimental result and simulation setup 

The simulation is tested in MATLAB and the performance of
BSCSRP is evaluated under false data injection, Carousal and
Stretch attacks in terms of energy consumption, delay, Packet
Delivery Ratio (PDR), detection rate, detection accuracy, and
throughput. 

4.1. Simulation setup 

The performance of BSCSRP is tested in MATLAB by deploying
100 nodes in a simulation area of 100 m × 100 m . The remaining
parameters are listed in Table 2 . 

4.2. Routing model 

Fig. 4 shows the division of the network with several clusters
with each cluster having a CH. Under the honest scenario, the
source node 0 aggregates the data and forwards it to the BS in
a genuine path (0–56–8–80–38–64–68). 

Fig. 5 (a) shows the routing path of the data packet with-
out the presence of the BSCSRP protocol. In this, the adver-
sary compromises nodes 14, 36,43,53,55, and 87 in order to
drain the energy by employing the carousal attack. Due to the
carousal attack, instead of choosing the genuine path (0–56–
8–80–38–64–68), the nodes choose the path in closed-loop (0–
56–8–80–38–53–55–48–87–83–10–8–80–38–64–68). Fig. 5 (b) illus-
trates the honest path taken by the influence of BSCSRP pro-
tocol represented in the black arrow. 

Fig. 6 (a) gives the representation of the network affected
by the stretch attack without a secure routing protocol. Due to
the presence of compromised nodes in the network, the data
packet is transmitted in a longer route (0–56–8–14–36–21–10–
83–87–89–48–55–38–64–68) than the usual path. Fig. 6 (b) shows
the honest path (0–56–8–80–38–64–68) taken by BSCSRP proto-
col. 

Fig. 7 (a) sketches the effect of false data injection with-
out the effect of the BSCSRP protocol. In this, the adversary
compromises node 55 and injects suspicious data into the
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Fig. 4 – Honest scenario. 
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eld. This may lead to take false decision by the BS. Whereas,
ig. 7 (b) sketches the path taken by the BSCSRP protocol. Here,
ode 55 is blocked due to its maliciousness which is found out 
y the trust mechanism given in Section 3.4 . After the block- 
ge of the compromised node, a new CH is elected for that 
articular cluster and a dynamic route is established. 

.3. Comparative analysis 

he proposed BSCRP protocol is compared with the existing,
SA ( Sreevidya et al., 2018 ), ERF ( Kumar and Pais, 2018 ), AF-
NS ( AlFarraj et al., 2018 ), and BTEM ( Anwar et al., 2019 ) pro-

ocol for the metrics such as energy consumption, throughput,
nd to end delay, detection rate, detection accuracy, and False 
ositive Rate (FPR). 

.3.1. Energy consumption 

he amount of energy consumed by the nodes determines 
he network’s lifetime. More energy consumption decreases 
he network’s lifetime. Fig. 8 shows that the residual en- 
rgy of the nodes by comparing them with the existing RSA 
 Sreevidya et al., 2018 ), ERF ( Kumar and Pais, 2018 ), AF-TNS
 AlFarraj et al., 2018 ), and BTEM ( Anwar et al., 2019 ) methods.
he proposed BSCSRP scheme consumes less energy since it 
itigates against carousal and stretch attacks that cause the 

ata packet to take a longer route. The elimination of these 
ttacks provides the most secure and shortest. Therefore, due 
o the minimal energy consumption by the BSCSRP approach,
he residual energy is more than 65% even in the presence of 
0% malicious nodes. 

.3.2. Average throughput analysis 
ig. 9 illustrates the acquired average throughput for the 
SCSRP under a varying number of malicious nodes. It can 

e seen that the throughput for all the methods decreases 
s the number of antinodes increases. However, the pro- 
osed BSCSRP protocol has the highest average throughput 
ompared with the existing RSA ( Sreevidya et al., 2018 ), ERF 
 Kumar and Pais, 2018 ), AF-TNS ( AlFarraj et al., 2018 ), and
TEM ( Anwar et al., 2019 ) schemes. 
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Fig. 5 – Carousal attack (a) without BSCSRP protocol (b) with 

BSCSRP protocol. 

 

 

 

 

 

 

 

 

 

Fig. 6 – Stretch attack (a) without BSCSRP protocol (b) with 

BSCSRP protocol. 

 

 

 

 

 

 

 

 

 

4.3.3. End to end delay 
End to end delay is the time interval for the data packet to
reach the destination. The delay in delivering the packet for
BCSRP, BTEM, AF-TNS, ERF, and RSA under 50% compromised
nodes are 0.024 s, 0.035 s, 0.041 s, 0.049 s, and 0.055 s respec-
tively. The proposed protocol selects a route with minimum
distance to the destination and the packet is only forwarded to
the neighboring nodes that respond quickly than other nodes.
Therefore, when making a comparison in Fig. 10 , the delay in
data delivery is minimum for the proposed BSCSRP approach
than AF-TNS and BTEM. 
4.3.4. Detection rate 
Fig. 11 shows the detection rate of antinodes in the sensor field
in percentage. The detection rate is analyzed by deploying 10–
50 malicious nodes in each experiment. The analysis proves
that the BSCSRP approach has the highest detection rate at
each round. From the observation, the detection rate is almost
100% for the proposed BSCSRP scheme including the existing
RSA ( Sreevidya et al., 2018 ), ERF ( Kumar and Pais, 2018 ), AF-
TNS ( AlFarraj et al., 2018 ), and BTEM ( Anwar et al., 2019 ) in
the presence of 10% malicious nodes. But, as the number of
compromised nodes increases, the detection rate of the AF-
TNS and BTEM is less than that of the proposed method. 
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Fig. 7 – Fake data injection (a) without BSCSRP protocol (b) 
with BSCSRP protocol. 

Fig. 8 – Energy Consumption Analysis by Varying the 
Number of Malicious Nodes from 10% to 50%. 

Fig. 9 – Average throughput analysis by varying the number 
of malicious nodes from 10% to 50%. 

Fig. 10 – End to End Delay Analysis by Varying the Number 
of Malicious Nodes from 10% to 50%. 

Fig. 11 – Detection Rate Analysis by Varying the Number of 
Malicious Nodes from 10% to 50%. 
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Fig. 12 – Detection Accuracy Analysis by Varying the 
Number of Malicious Nodes from 10% to 50%. 

Fig. 13 – False Positive Rate Analysis by Varying the Number 
of Malicious Nodes from 10% to 50%. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 14 – Precision Analysis by Varying the Number of 
Malicious Nodes from 10% to 50%. 

Fig. 15 – Recall Analysis by Varying the Number of 
Malicious Nodes from 10% to 50%. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.3.5. Detection accuracy 
Fig. 12 shows the accuracy of the BSCSRP protocol. The accu-
racy of the BSCSRP in the presence of 50% malicious nodes
is 85%. Whereas, the existing BTEM and AF-TNS have lower
accuracy. The increase in accuracy for the proposed method
is because the existing schemes only consider direct trust
and indirect trust for determining the secure route. Whereas,
the proposed BSCSRP method evaluates the Packet Drop Trust
(PDT) and Attribute Trust (AT) in addition to the direct and in-
direct trust. The addition of PDT and AT improves the security
as well as the detection accuracy. 

4.3.6. False positive rate 
Fig. 13 shows the analysis conducted for False Positive Rate
(FPR) for the methods AF-TNS, BETM, and BSCSRP. The number
of antinodes that are wrongly classified as genuine nodes is
False Positives (FP) and the nodes other than malicious nodes
are classified under True Negative (TN). The FPR is analyzed by
deploying 10–50 malicious nodes at an experiment in which,
the FPR is determined using, FPR = F P / F P + T N . Based on this
understanding, the FPR for the BSCSRP and BTEM is 0 under
10% malicious nodes. Whereas, the FPR for the existing AF-
TNS method is higher than the BSCSRP approach of about 10%.
This improvement in BSCSRP is due to the introduction of the
efficient trust mechanism that considers the similarity in at-
tributes, the previous history of packets dropped by the nodes,
the quantity of the packet delivered successfully, DT, and IT. 

Fig. 14 provides the precision analysis with the existing
methods. From the analysis, it observed that the precision of
the proposed BSCSRP is higher than other existing schemes.
The precision of the existing RSA ( Sreevidya et al., 2018 ),
ERF ( Kumar and Pais, 2018 ), AF-TNS ( AlFarraj et al., 2018 ),
and BTEM ( Anwar et al., 2019 ) are 80%, 83%, 85%, and 89%.
Whereas, the precision of the proposed BSCSRP approach is
95%. 

Fig. 15 provides the recall analysis with the existing meth-
ods. From the analysis, it observed that the recall of the pro-
posed BSCSRP is higher than other existing schemes. The re-
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Table 3 – Metrics compared with existing techniques under 50% malicious nodes. 

Method Residual 
Energy 
(%) 

Average 
Throughp-ut 
(kbps) 

Delay 
( sec ) 

Detection 

rate (%) 
Detection 

accuracy 
(%) 

FPR 

(%) 
Precis-ion Rec-all F1-score 

AF-TNS 65 60 0.041 80 75 4 85 88 87 
BTEM 75 90 0.035 85 80 5 89 93 93 
RSA 54 25 0.055 70 50 12 80 80 80 
ERF 60 40 0.049 75 70 8 83 84 84 
BSCSRP 84 130 0.024 90 85 1 95 96 94 

Fig. 16 – F1-score Analysis by Varying the Number of 
Malicious Nodes from 10% to 50%. 
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Fig. 17 – Energy consumption of BSCSRP protocol under 
various attacks from 10% to 50%. 
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all score of the proposed BSCSRP is higher than the existing 
SA ( Sreevidya et al., 2018 ), ERF ( Kumar and Pais, 2018 ), AF-TNS
 AlFarraj et al., 2018 ), and BTEM ( Anwar et al., 2019 ). 

Fig. 16 provides the F1-score obtained for the proposed 

SCSRP and the existing methods. From the analysis, it ob- 
erved that the F1-score of the proposed BSCSRP is higher than 

ther existing scheme. 
Fig. 17 gives the energy consumption analysis for the pro- 

osed BSCSRP protocol under various attacks. Under honest 
cenario, it is observed that the energy consumption is low 

hereas, under the presence of carousal, stretch, and FDIA at- 
ack, the network consumes more energy than the honest sce- 
ario. Table 3 gives the performance comparison of the BSC- 
RP approach with the existing RSA ( Sreevidya et al., 2018 ),
RF ( Kumar and Pais, 2018 ), AF-TNS ( AlFarraj et al., 2018 ), and
TEM ( Anwar et al., 2019 ) schemes by deploying 50% malicious 
odes in the network. 

. Conclusion 

eploying wireless sensors in information sensitive areas like 
he military with secure protection schemes is of prime im- 
ortance. In WSN, the integrity of the data can be distorted by 
he compromised nodes by injecting false data or by vampire 
ttacks like carousal attack and stretch attack. These attacks 
eplete more energy in the WANET and cause DoS. Moreover,
he lifetime and performance of the WANET also get degraded 

ecause of the abnormal route selection. Hence, we propose 
SCSRP to enhance the security of the network in the pres- 
nce of carousal, stretch, and false data injection attacks. The 
SCSRP scheme works based on direct trust, indirect trust, at- 
ribute trust, and packet drop trust. This trust evaluation ben- 
fits the network by protecting the network against DoS at- 
acks. The security-based trust mechanism provides a simple 
nd stronger solution to the network by analyzing the similar- 
ty of attributes among the nodes, packet drop detection, and 

uantity of successful transmission of packets by the nodes.
ence, a reliable and secure routing path is chosen for data 

ransmission by the proposed BSCSRP protocol. However, the 
roposed BSCSRP protocol suffers from high routing overhead 

hat may degrade the network performance. 
In future works, we aim to reduce the routing overhead to 

ake the BSCSRP protocol more efficient. This may further en- 
ance the network lifetime. Moreover, the optimal route can 

e selected by a meta-heuristic optimization algorithm to im- 
rove the security and reduce complexity in the WANET. 
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